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1.  About GFI MailArchiver 

1.1  Introduction to GFI MailArchiver 

GFI MailArchiver is an email archiving solution which can archive all 
internal and external email into a central archive store. You can then 
easily manage the email Archive Stores from the web-based 
configuration of GFI MailArchiver. You can also allow users to browse 
and search past emails via the web-based browse and search 
interface. GFI MailArchiver also provides Microsoft Outlook 
integration. 

1.2  How does GFI MailArchiver work? 

GFI MailArchiver operations can be classified in three stages: 

Stage 1: Retrieve emails from Microsoft Exchange Server 

Stage 2: Archive emails to an Archive Store 

Stage 3: Browse archived emails 

 
Figure 1 - Typical GFI MailArchiver installation 

Stage 1: Retrieve emails 

GFI MailArchiver connects to the journaling mailbox on the Microsoft 
Exchange Server and collects the emails. 

Stage 2: Archive emails 

GFI MailArchiver archives the collected emails to the active database 
configured, for example Microsoft SQL Server. 

Stage 3: Browse archived emails 
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Users can browse and search for specific archived emails via the GFI 
MailArchiver web interface, using Microsoft Internet Explorer. 

1.3  GFI MailArchiver licensing scheme 

For information on GFI MailArchiver licensing, refer to: 

http://www.gfi.com/products/gfi-mailarchiver/pricing/licensing 

 

http://www.gfi.com/products/gfi-mailarchiver/pricing/licensing
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2.  System requirements 

2.1  Software 

Supported operating systems 

GFI MailArchiver can be installed on: 

¶ Microsoft Windows Server 2008 

¶ Microsoft Small Business Server (SBS) 2008 

¶ Microsoft Windows Server 2003 

¶ Microsoft Small Business Server (SBS) 2003 

¶ Microsoft Windows Server 2000 (Service Pack 3 or higher) 

NOTE: The server on which GFI MailArchiver is installed needs to be 
a Domain Controller or connected to one, since GFI MailArchiver 
requires access to Active Directory. 

Supported mail servers 

¶ Microsoft Exchange Server 2000 (SP3) or later. 

Supported databases 

¶ Firebird database - An open source database used as the default 
GFI MailArchiver database. Recommended for organizations with 
less than 25 email users and with moderate amounts of email. 
Bundled with and automatically configured by GFI MailArchiver. 

¶ Microsoft SQL Server 2000 or later - Highly recommended for 
organizations with more than 25 email users. Not included with 
GFI MailArchiver installation and is required to be installed as a 
separate process. 

Other required components 

¶ Microsoft .NET Framework 2.0 

¶ ASP.Net 2.0 

¶ Internet Information Services (IIS) 5.0 or later - SMTP & World 
Wide Web services 

¶ Microsoft Internet Explorer 5.5 or later. 

NOTE: Other web browsers such as Mozilla Firefox or Google 
Chrome may limit the functionality of GFI MailArchiver and/or 
impair the user interface. 

¶ Microsoft Data Access Components (MDAC) 2.6 or higher  

¶ When GFI MailArchiver is NOT installed on the Microsoft 
Exchange server, Microsoft Exchange Server MAPI Client and 
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Collaboration Data Objects 1.2.1 must be installed on the GFI 
MailArchiver server. Download the Microsoft Exchange Server 
MAPI Client and Collaboration Data Objects 1.2.1 from: 

http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E
7F31-079A-43A9-BFF2-0A110307611E&displaylang=en 

2.2  Hardware 

Processor 

¶ Minimum: Intel Pentium or compatible - 2GHz 32 bit processor. 

¶ Recommended: x64 architecture-based server with Intel 64 
architecture or AMD64 platform. 

Memory 

¶ Minimum: 512MB RAM (dedicated to GFI MailArchiver) 

¶ Recommended: 2GB RAM (dedicated to GFI MailArchiver) 

Physical Storage 

¶ Minimum: 150MB physical disk space (NTFS) for GFI 
MailArchiver installation. More space is required for the database 
(Firebird or SQL server). Storage space depends on mail volume 
to archive. 

¶ Recommended: Server with 4 physical drives, with the ability to 
increase storage space on demand when required. Refer to 
Installation pre-requisite: Setup database section starting on page 
24 in this manual for recommendations on how to set up your 
database. 

NOTE: It is highly recommended that you store databases and 
indexes on separate, appropriately sized hard disks. SCSI hard disks 
are highly recommended. 

2.3  Important settings 

2.3.1  Antivirus and backup software 

Anti-virus and backup software may cause GFI MailArchiver to 
malfunction. This occurs when such software denies access to certain 
files required by GFI MailArchiver. 

Disable any third party anti-virus and backup software from scanning 
the following folders and subfolders: 

 

GFI MailArchiver folders 

<GFI MailArchiver Installation folder> 

<..\Program Files\Common Files\GFI> 

 

Also, exclude the index and the archive store locations from backups 
and anti-virus scans. The default index and archive store locations 
are: 

 

GFI MailArchiver default index and archive store locations 

<GFI MailArchiver Installation folder>\Indexes\default 

<GFI MailArchiver Installation folder>\Databases\default\>   

http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
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NOTE: You can change the index and archive store locations after 
installing GFI MailArchiver. For information refer to the Configure 
archive stores (starting on page 32) and Configure search indexes 
(starting on page 34) sections in this manual. 

2.3.2  Firewall port settings 

Your firewall may need to be configured to allow connections from the 
GFI MailArchiver Server on the following ports:  

Listening Ports on the GFI MailArchiver Server: 

¶ Remoting (Ports 8014, 8017, 8018, 8019, 8020) - Used for 
communication between GFI MailArchiver components when 
installed in a role based setup. 

Connections established from the GFI MailArchiver Server   

¶ SMTP (Port 25) - Used by GFI MailArchiver when an email needs 
to be restored to a userôs mailbox or a notification is sent to the 
GFI MailArchiver Administrator. 

¶ HTTP (Port 80) - Used by the GFI MailArchiver user interface and 
web services. 

¶ MAPI/RPC (Port 135) - Used when GFI MailArchiver is installed 
on the same machine as Microsoft Exchange and configured to 
use ExOLEDB to retrieve emails. 

¶ IMAP (Port 143) - Used to retrieve emails when GFI MailArchiver 
is not installed on the same server as Microsoft Exchange server. 

¶ Microsoft SQL Server (Port 1443) - Used when GFI MailArchiver 
is configured to archive emails to a Microsoft SQL Server 
Database. 

¶ Microsoft Global Catalog (Port 3268) - Used for connections 
done from the GFI MailArchiver Server to the Domain Controller 
which stores the Microsoft Global Catalog 

¶ <Optional> Ports 8096 to 8099 - Used by the GFI PST exporter 
to communicate with GFI MailArchiver when exporting data from 
networked computers. 

2.3.3  Database settings 

Microsoft SQL server settings 

GFI MailArchiver requires Microsoft SQL server (if used as the 
archival database) to be installed in case insensitive mode. 

This is the default installation setting of Microsoft SQL server. The 
Microsoft SQL server collation modes apply to all Microsoft SQL 
server objects including login names. In such cases if a user changes 
a property in the name and does not make EXACT character case 
matches, GFI MailArchiver will fail since it would not find the resources 
required. 

Once installed, it is not possible to change the Microsoft SQL server 
collation mode easily. It requires a rebuild of the master database 
using advanced Microsoft SQL specific tools or methods. The best 
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solution is to install another instance of Microsoft SQL Server (set to 
operate in insensitive collation mode). 

2.3.4  ASP.NET settings 

For GFI MailArchiver to work, ASP.NET needs to be registered with 
IIS and enabled from IIS.  

Register ASP.NET with IIS 

If the Microsoft .NET framework is installed after IIS is installed this is 
automatically registered. Else, register ASP.NET with IIS by following 
these steps:  

1. From the command prompt, navigate to: 

<WindowsDirectory> \ Microsoft.NET \ Framework \ <v2.0.xx

xxx >\  

NOTE: Replace v2.0.xxxxx with the folder name of .NET 

Framework version number. 

Example: 

C: \ Windows \ Microsoft.NET \ Framework \ v2.0.50727 \  

2. Key in aspnet_regiis.exe -i and press Enter. 

 
Screenshot 1 - Registering ASP.NET with IIS 

Enable ASP.NET from IIS 

Ensure that ASP.NET is allowed by Internet Information Services (IIS) 
Manager. 

IIS 6 

1. Navigate to Control Panel Ʒ Administrative Tools Ʒ 
Internet Information Services (IIS) Manager. 

2. Expand the local computer node and select Web Service 
Extensions.  

3. In the right pane, right click ASP.NET v2.0.xxxxx and select 
Allow. 

IIS 7 

1. Navigate to Control Panel Ʒ Administrative Tools Ʒ 
Internet Information Services (IIS) Manager. 

2. Select the local computer node and from the Features View 
pane launch ISAPI and CGI Restrictions. 

3. In the Features View pane, right click ASP.NET v2.0.xxxxx and 
select Allow 
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3.  New Installations 

3.1  Where should GFI MailArchiver be installed? 

Install GFI MailArchiver on a machine that is part of an Active 
Directory domain. Before proceeding with the installation, first 
consider the following details: 

¶ Email volume on your servers - Installing GFI MailArchiver on a 
mail server where a high volume of emails received and 
processed will invariably put more load on server resources. This 
can cause these servers to become unresponsive and not process 
mail in a timely fashion. 

¶ Hardware and software specifications of your servers - The 
hardware and software specifications listed in the System 
requirements section above should be considered to be over and 
above the requirements of other software installed on the same 
server. Servers which are nearing their capacity in terms of 
resources should not be used to install GFI MailArchiver. 

¶ Need to archive email from multiple sources concurrently - 
Installing GFI MailArchiver on a server which is not granted access 
to multiple sources creates a problem in the centralization efforts 
of email data archival. 

If all of the above details are considered not to be of significant issues 
then you can consider installing GFI MailArchiver on the mail server. 

Example: 

¶ If you need to archive email from one Microsoft Exchange Server, 
and the server is handling the email flow on your network and still 
has spare processing capacity, then you can consider installing 
GFI MailArchiver on the Microsoft Exchange Server machine 
directly. 

¶ If you want to archive email from multiple Microsoft Exchange 
servers using IMAP, it is recommended that you install GFI 
MailArchiver on a separate server. 

GFI MailArchiver does not require a dedicated machine when it is not 
installed on the mail server. 

Example: 

¶ Install GFI MailArchiver on machines running other applications 
such as GFI MailEssentials or GFI MailSecurity. 
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3.2  Installation pre-requisite: Enable Journaling 

3.2.1  Setting up Journaling for Microsoft Exchange Server 
2000/2003 

Journaling is a feature that enables the recording of all email in an 
organization. Microsoft Exchange journaling enables the channeling of 
data into an archival solution with minimum overhead. 

While, by definition, journaling is the ability to record emails, archival 
reduces the strain of storing data through backups, removal, and 
storage. GFI MailArchiver uses Microsoft Exchange journaling to 
centralize all the emails to archive in a single mailbox. 

NOTE: If journaling is not set up correctly, email archiving will NOT 
work. 

Step 1: Create a new journaling mailbox. 

1. Select Start Ʒ Programs Ʒ Microsoft Exchange Ʒ Active 
Directory Users and Computers. 

 
Screenshot 2 - Add new user in Microsoft Exchange 2003 

2. Expand the domain to archive emails from, right-click Users node 
and select New Ʒ User. 
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Screenshot 3 - New Object - User dialog 

3. Key in a relevant óUser logon nameô (e.g. journal), fill in other new 
user details, and click Next. 

 
Screenshot 4 - Add a password 

4. Key in a password, unselect user must change password at next 
logon option and enable user cannot change password and 
password never expires options. Click Next to continue setup. 
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NOTE: Ensure that the password keyed in meets the password 
complexity requirements setup for your Active Directory users. 

5. Click Next and review the new user details. Click Finish to create 
new user. 

Step 2: Configure email archival to journaling mailbox 

1. Select Start Ʒ Programs Ʒ Microsoft Exchange Ʒ System 
Manager. 

 
Screenshot 5 - Mailbox store node properties 

2. Expand Servers Ʒ <Your Server name> Ʒ Storage group, right 
click Mailbox Store node and select Properties. 
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Screenshot 6 - Enabling journaling on a Microsoft Exchange mailbox store 

3. From the General tab, select the Archive all messages sent or 
received by mailboxes on this store check box and click Browse 
button. 

4. Select the journaling mailbox name you created in step one, for 
example ójournalô, and click OK. 

5. Close the Mailbox Store Properties dialog and the Exchange 
System Manager Management console. 

Step 3: Enable BCC information journaling 

IMPORTANT NOTE: It is highly recommended that you DO NOT 
enable this option but enable envelope journaling instead. Envelope 
journaling journals all the header information, not just the BCC data. 
For more information on envelope journaling refer to Step 4: Enable 
Envelope Journaling 

On Microsoft Exchange Server 2000 and Microsoft Exchange Server 
2003 systems, BCC information is not by default included in the 
journaled message. To enable BCC information journaling: 

For Microsoft Exchange Server 2000 only 

1. Install hot fix available from: 

http://support.microsoft.com/?kbid=810999 

For both Microsoft Exchange Server 2000 and Microsoft 
Exchange Server 2003. 

1. From command prompt, type regedit.exe 

http://support.microsoft.com/?kbid=810999
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2. Add the following registry key: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSEx
changeTransport\Parameters 

3. Add the following registry key and values: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSEx
changeTransport\Parameters\ 

¶ Key name: JournalBCC 

¶ Data type: Dword 

¶ Data value: 1 

4. Close Registry editor and from command prompt type 
services.msc. Restart Simple Mail Transport Protocol and the 
Information Store services. 

Step 4: Enable Envelope Journaling 

Envelope Journaling enables the archival of email header information 
and can be switched on using: 

¶ Microsoft Exchange Server Email Journaling Advanced 
Configuration (exejcfg.exe), or 

¶ ADSI Editor Management console. 

Using the exejcfg.exe tool 

1. Download the exejcfg.exe tool from: 

http://www.microsoft.com/downloads/details.aspx?familyid=E7F73F10
-7933-40F3-B07E-EBF38DF3400D&displaylang=en 

2. From the command prompt, navigate to the folder in which you 
copied the exejcfg.exe tool. 

3. Type exejcfg -e and press Enter. 

NOTE: exejcfg -d disables Envelope Journaling for that organization. 

Using the ADSI editor 

1. Locate the adsiedit.msc tool from the Windows 2000 Server 
resource kit or the Windows 2003 Server support tools. 

2. From command prompt, navigate to the folder where adsiedit.msc 
is stored, type adsiedit.msc and then press Enter. 

http://www.microsoft.com/downloads/details.aspx?familyid=E7F73F10-7933-40F3-B07E-EBF38DF3400D&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=E7F73F10-7933-40F3-B07E-EBF38DF3400D&displaylang=en
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Screenshot 7 - ADSI Edit 

3. Expand ADSI Edit Ʒ Configuration Ʒ <CN=Configuration> Ʒ 
<CN=Services> Ʒ <CN=Microsoft Exchange> node. 

4. Right-click CN<your organization name> node and click 
Properties. 
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Screenshot 8 - Heuristics attribute 

5. Select heuristics attribute from the Attributes list and click Edit. 

 
Screenshot 9 - Editing the heuristics attribute value 

6. Key in ó512ô and click OK. 

7. Click OK to save and close the ADSIEdit console. 

Note: A value of 512 enables Envelope Journaling, and a value of 0 
disables Envelope Journaling. 
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3.2.2  Setting up journaling for Microsoft Exchange Server 
2007 

Journaling is a feature that enables the recording of all email in an 
organization. Microsoft Exchange journaling enables the channeling of 
data into an archival solution with minimum overhead. 

While, by definition, journaling is the ability to record emails, archival 
reduces the strain of storing data through backups, removal, and 
storage. GFI MailArchiver uses Microsoft Exchange journaling to 
centralize all the emails to archive in a single mailbox. 

NOTE: If journaling is not set up correctly, email archiving will NOT 
work. 

Microsoft Exchange 2007 supports two types of journaling: 

¶ Standard journaling: This feature enables the configuration of a 
Mailbox store that enables the recording of email in an 
organization. GFI MailArchiver can use Microsoft Exchange 
journaling to centralizer all the emails to archive in a single 
mailbox for archival. This type of journaling is also called per-
mailbox database journaling. 

¶ Premium journaling: Only available with the Microsoft Exchange 
Enterprise client access license. It enables an administrator to 
setup custom journaling rules such as: 

o Archive only incoming emails 

o Archive only outgoing emails 

o Archive emails for a particular group. 

This journaling is also called per-recipient journaling. 

GFI MailArchiver utilizes this type of journaling by detecting and 
displaying these rules in the Data Sources Configuration Wizard. 

NOTE: If journaling is not set up correctly, email archiving will NOT 
work. 

Which journaling method shall I use? 

Choose standard journaling to archive all emails (inbound and 
outbound) for all users in your organization. 

Choose premium journaling of you want more control over the emails 
to archive (e.g. only for specific users or for inbound or outbound 
only). Note that premium journaling requires a Microsoft Exchange 
Enterprise client access license. 

Set up standard journaling 

Step 1: Create a new journaling mailbox 

1. Select Start Ʒ All Programs Ʒ Microsoft Exchange Server 2007 
Ʒ Microsoft Exchange Management Console. 

2. Expand Recipient Configuration node and click on Mailbox node. 

3. Select New Mailboxé from the Actions pane. 

4. Select User Mailbox option and click Next. 

5. Select New user option and click Next. 
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Screenshot 10 - New user mailbox details 

6. Key in the óUser informationô details for the new user to which the 
new journaling mailbox will be assigned and click Next. 

7. Ensure that the mailbox settings are correct and click Next. 

8. Review the new mailbox summary for the new mailbox to create 
and click New. 

Step 2: Configure standard journaling 

1. Select Start Ʒ All Programs Ʒ Microsoft Exchange Server 2007 
Ʒ Microsoft Exchange Management Console. 
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Screenshot 11 - Configuring a Mailbox Database 

2. Expand Microsoft Exchange Ʒ Server Configuration Ʒ Mailbox 
node and click Properties from the Actions pane. 

 
Screenshot 12 - Mailbox Database properties 
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3. Select Journal Recipient option, click Browse, and select mailbox 
previously configured from the Active Directory. 

4. Click OK to finalize setup. 

Set up premium journaling 

1. Select Start Ʒ All Programs Ʒ Microsoft Exchange Server 2007 
Ʒ Microsoft Exchange Management Console. 

 
Screenshot 13 - Configuring Journaling rules 

2. Expand Organization Configuration Ʒ Hub Transport node and 
select Journaling tab. 

3. From the Actions tab and click on New Journaling Rule. 
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Screenshot 14 -Creating a new Journaling rule 

4. Key in a name for the new rule and click Browse. Select the 
Journal e-mail address, preferably a mailbox within the existing 
Microsoft Exchange organization, from Active Directory. 

5. <Optional> Configure: 

¶ Scope - Select whether to journal all email (Global), internal or 
external email. 

¶ Journal e-mail for recipient - Select specific recipient(s) for 
which this journaling rule applies. 

6. Ensure that the Enable Rule option is enabled and click New. 

NOTE: In Microsoft Exchange Server 2007, envelope journaling is 
automatically enabled by default. 

3.2.3  Setting up journaling for Microsoft Exchange Server 
2010 

Journaling is a feature that enables the recording of all email in an 
organization. Microsoft Exchange journaling enables the channeling of 
data into an archival solution with minimum overhead. 

While, by definition, journaling is the ability to record emails, archival 
reduces the strain of storing data through backups, removal, and 
storage. GFI MailArchiver uses Microsoft Exchange journaling to 
centralize all the emails to archive in a single mailbox. 

NOTE: If journaling is not set up correctly, email archiving will NOT 
work. 

Microsoft Exchange 2010 supports two types of journaling: 

¶ Standard journaling: This feature enables the configuration of a 
Mailbox store that enables the recording of email in an 
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organization. GFI MailArchiver can use Microsoft Exchange 
journaling to centralize all the emails to archive in a single mailbox 
for archival. This type of journaling is also called per-mailbox 
database journaling. 

¶ Premium journaling: Only available with the Microsoft Exchange 
Enterprise client access license. It enables an administrator to 
setup custom journaling rules such as: 

o Archive only incoming emails 

o Archive only outgoing emails 

o Archive emails for a particular group. 

GFI MailArchiver utilizes this type of journaling by detecting and 
displaying these rules in the Data Sources Configuration Wizard. 

NOTE: If journaling is not set up correctly, email archiving will NOT 
work. 

Which journaling method shall I use? 

Choose standard journaling to archive all emails (inbound and 
outbound) for all users in your organization. 

Choose premium journaling of you want more control over the emails 
to archive (e.g. only for specific users or for inbound or outbound 
only).  

NOTE: Premium journaling requires a Microsoft Exchange Enterprise 
client access license. 

Set up standard journaling 

Step 1: Create a new journaling mailbox 

1. Launch Microsoft Exchange Management Console. 

2. Expand Recipient Configuration node and click on Mailbox node. 

3. Select New Mailboxé from the Actions pane. 

4. Select User Mailbox option and click Next. 

5. Select New user option and click Next. 



 

GFI MailArchiver for Exchange - Getting Started Guide New Installations ¶ 21 

 
Screenshot 15 - New user mailbox details 

6. Key in the óUser informationô details for the new user to which the 
new journaling mailbox will be assigned and click Next. 

7. Enter an óAliasô for the journaling mailbox and click Next. 

8. Click Next and review the new mailbox summary for the new 
mailbox to create and click New. 

Step 2: Configure standard journaling 

1. Launch Microsoft Exchange Management Console. 
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Screenshot 16 - Configuring a Mailbox Database 

2. Expand Microsoft Exchange Ʒ Organization Configuration Ʒ 
Mailbox node. Right-click the Mailbox database and select 
Properties. 
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Screenshot 17 - Mailbox Database properties 

3. From the mailbox database properties dialog, select the 
Maintenance tab and select the Journal Recipient checkbox. Click 
Browse, and select the journaling mailbox previously configured. 

4. Click OK to finalize setup. 

Set up premium journaling 

1. Launch Microsoft Exchange Management Console. 

2. Expand Organization Configuration Ʒ Hub Transport node and 
select Journaling tab. 

3. From the Actions tab, click New Journal Rule. 
























