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Introduction

Introduction to GFI Network Server Monitor (NSM)

GFI Network Server Monitor is a network & server monitoring tool that
allows administrators to monitor the network for failures or
irregularities automatically. With GFI Network Server Monitor, you can
identify problems and fix unexpected conditions before your users (or
managers) report them to you!

GFI Network Server Monitor maximizes network availability by
monitoring all aspects of your servers (including UNIX/LINUX servers),
workstations and devices (routers, etc.). When it detects a failure, GFlI
Network Server Monitor can alert you by email, pager or SMS, as well
as take corrective action by, for example, rebooting the machine,
restarting a service or running a script or external file. GFI Network
Server Monitor can also choose the type of alert to be used,
depending on the time that an important event (e.g. check failure)
occurs, and also in relation to the working hours you specify during the
setup of the intended recipients.

In GFI Network Server Monitor, monitoring checks are created using
wizards. A wizard called the Quick Start Wizard, that can create a
batch of checks, has also been included. This wizard enables you to
quickly create a number of checks at one go - depending on computer
OS, role, etc - making it possible for GFI Network Server Monitor to be
up and running in the least time possible.

In GFI Network Server Monitor all monitoring checks are organised in
folders. You can configure each monitoring check individually or you
can choose to configure all the checks in a folder simultaneously
through inheritance. Inheritance enables you to setup the required
parameters from the folder properties and pass them on to the
contained checks. Inheritance conveniently avoids having to setup
checks, one by one.

Key features

Enterprise class architecture

GFI Network Server Monitor consists mainly of the monitoring service
called the GFI Network Server Monitor 6.0 Engine, the configuration
and management Ul program called GFI Network Server Monitor
Configuration and an alerts/notifications service control called GFI
Network Server Monitor Attendant. No agent software needs to be
installed on the computers that you wish to monitor. The Network
Monitor Engine is multi-threading and can run 24 checks at a time.
This software architecture allows for high reliability and scalability to
monitor both large and small networks.

GFI Network Server Monitor Introduction e 1



Setup monitor checks using wizards.

Check setup wizards help the user to quickly setup an efficient
monitoring system using the built-in checks available in just few steps.
It is also possible to create a batch of checks simultaneously using the
Quick Start Wizard.

Property Inheritance

Since GFI Network Server Monitor organizes all checks in folders, it is
possible to change the properties of a folder and pass these settings
on to the checks contained in that folder. This feature, referred to as
property inheritance, conveniently avoids having to repeat the same
parameter configuration for every check contained in a folder.

Alert notification via Email, Pager or SMS

When it detects a failure, GFI Network Server Monitor can send alerts
via SMS/pager, email or a network message. SMS messages are sent
through either an SMS service provider (SMSC), or directly through a
connected GSM phone/modem. GFI Network Server Monitor can also
choose the type of notification (alert) to be sent depending on the time
that an important event (e.g. check failure) occurs and in relation to
the working hours specified for the intended recipients.

In built Exchange 2000/2003 monitoring

Out of the box, GFI Network Server Monitor checks the status of your
Exchange Server by monitoring critical Exchange services and
performance counters (Information Store, mailboxes, SMTP service,
etc.).

Monitor your database servers (SQL/ORACLE/ODBC)

GFI Network Server Monitor can check for the availability of all leading
database applications. Out of the box, it can monitor Microsoft SQL
server via ADO and Oracle via SQL*Net. Oracle servers can be
monitored by a TNS ping check and by a logon/logoff. Other
databases such as Access, FoxPro, Paradox, SyBase, Informix, IBM
DB2 and many more, can be monitored via ODBC.

Monitor remote Event Logs

GFI Network Server Monitor can scan Windows Event logs on local-
or remote computers and look for specific Event Sources, Categories,
and Event ID's as well as for patterns in the Description of the Event.
In addition it can look for multiple events occurring in a specific time
interval, for example antivirus alerts posted in the last 30 minutes.

Built-in checks for Windows OS / Windows OS based computers

e Generic VB Script — Enables you to customise/build monitoring
checks using your own VBscript functions.

¢ OS Object performance counter — Determines the performance of
applications by checking the properties of OS objects on target
machines.

¢ Command Line executable output — Determines the status of
target computers by checking the text output of a command line
tool.

o Process Properties function — Checks the properties of processes
running on target computers (e.g. Memory/CPU/Handles).
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e Event Log function — Verifies if the specified (Windows) events,
occurred on target machine(s).

o File existence function — Checks for the existence of a particular
file; e.g. results of scheduled batch jobs.

e Disk space function — Checks for available disk space.

e Services function — Checks if the specified Services are running on
local or remote machine.

e CPU usage function — Monitors and restricts for processor usage.

e Directory size function — Monitors and restricts the size of a
specified directory.

¢ File size function — Monitors and restricts the size of specified files.

e LDAP Query — Checks the status of LDAP services on target
computers.

e Physical Disk Condition function —Checks the physical health of
disk drives on windows based target computers.

¢ Disk drive function - Monitors the physical status of specified disk
drives.

e Printer availability function — Checks for the status of printers
connected to target computers.

e Process Running function — Checks that processes are running on
specified target computers.

e Users and Groups Membership function — Monitors user groups
against the presence of unauthorized users.

Built-in checks for Windows Applications

e Generic ISA Server check — Monitors the status of ISA Server
services.

e Generic Exchange Server check — Monitors the status of
Exchange services and important performance counters.

e Generic MS SQL/ADO check — Monitors the status of MS SQL
databases using ADO.

Built-in checks for Databases

e ODBC function — Checks the availability of a database using
ODBC.

e Oracle function — Checks the availability of Oracle servers (NOTE:
requires SQL*NET).

Built-in checks for Network/Internet protocols and services
e HTTP function — Checks the availability of HTTP and Https sites.
o FTP function — Checks the availability of an FTP server/site.

e |IMAP function — Checks the availability of IMAP mail servers by
remotely connecting to the IMAP port.

e NNTP news server function - Checks the availability of NNTP
news services.

e POP3 server function - Checks POP3 servers by establishing a
connection and doing a handshake.

GFI Network Server Monitor Introduction e 3



e SMTP server function - Monitors mail servers by establishing a
connection and doing a handshake in order to check if the SMTP
protocol is working correctly.

e Terminal services: Port check - Checks if the terminal port is
open/available on local and remote servers.

e NTP timeserver function — Monitors the status of timeservers.

e DNS server function - Checks DNS servers by reading an 'A’
record and verifying the result.

e ICMP ping function - Checks a remote host for availability.

e Generic TCP/IP port function — Checks if a port availability and
response.

Built-in checks for SNMP (Simple Network Management Protocol)

e SNMP function — Monitors specified variables on remote
computers or devices via the SNMP GET message.

Built-in checks for Linux/Unix OS

e Generic Secure Shell (SSH) check — Allows you to create custom
monitor functions which can be remotely executed on Unix/Linux
based computers through the Secure Shell (SSH) service running
on that computer.

e Physical Disk Condition function — Checks the physical health of
disk drives on Linux/Unix based target computers.

e File existence function — Checks for the existence of a particular
file on Linux/Unix based computers; e.g. results of scheduled
batch jobs.

e CPU usage function — Checks and restricts processor usage on
Linux/Unix based target computers.

e Directory size function — Checks and restricts the size of a
specified directory on Linux/Unix based target computers.

o File size function — Checks and restricts the size of a specified file
on Linux/Unix based target computers.

e Printer availability function — Checks the status of network printers
connected to Linux/Unix based target computers.

e Process Running function — Checks if a specified process is
running on Linux/Unix based target computers.

e Users and Groups Membership function — Monitors user groups on
Linux/Unix based target computers against unauthorized users.

e Disk Partition Check — Checks the state of mounted drives on
Linux/Unix based target computers.

e Disk space function — Checks and restricts the available hard disk
space on Linux/Unix based target computers.

Take corrective action automatically

When an important event (e.g. check failure) occurs, GFI Network
Server Monitor can attempt to correct a problem by restarting a failed
service, reboot a target computer/server or launch an executable,
batch or VBScript file.

Monitor processes, services & CPU usage
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GFI Network Server Monitor enables you to check for critical
processes and services running on local and remote computers. You
can also monitor the CPU usage of a machine to ensure that
applications are running properly.

Build custom network monitor checks using scripts

Although GFI Network Server Monitor includes an extensive set of
default monitoring functions, you can build your own custom checks
using a scripting language such as VBscript or shell scripts for Unix
environments. SSH (Secure Shell) is used for remote connections to
Unix based computers. In VBscript, you can make use of WMI and
ADSI. WMI is an interface to a broad range of hardware/software/OS-
related properties of a computer, allowing you to perform almost any
check. Using ADSI you can interface to Active Directory. GFI Network
Server Monitor includes a library of sample scripts, and others are
continuously being added to the GFI website.

Monitor users, groups & other Active Directory information

Use GFI Network Server Monitor to monitor directory information. For
example, monitor group membership of the domain admins group.
You can also check user accounts (locked out, disabled, etc.),
computer accounts, groups, group membership, organizational units,
and so on. A subset of NTDS (NT4-based SAM account database)
can be queried too.

Additional Network Support Tools

Additional Network support tools have been included in GFI Network
Server Monitor to help you troubleshoot your network. These tools
include:-

e Enumerate Computers function — Searches your network for a
list of domains, workgroups and constituent computers.

o Enumerate Processes function — Searches for processes running
on local or remote computers.

e DNS Lookup function — Resolves Domain Names to their
corresponding IP address.

e Whois function — Looks for information related to a specified
domain, or IP address.

e Traceroute function — Shows the network path that GFI Network
Server Monitor used to reach a target computer.

¢ SNMP Audit — Performs an SNMP Audit in order to define weak
strings.

e SNMP Walk — Allows you to receive SNMP information from an
SNMP Server.

Reporting

GFI Network Server Monitor allows you to create reports that detail
the availability of your network resources. Such reports can be created
in HTML as well as in XML/CSV if they need to be imported by other
favorite applications.

Other features

¢ Allows you to specify maintenance periods to avoid alerts being
sent during scheduled maintenance.

¢ Allows you to store check logs to text file / event log.
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e Allows you to setup dependencies to avoid receiving multiple
alerts when the servers or services on which other computers
depend, are down or unavailable.

e Allows you to setup a read-only mode for users who are not
authorised to make changes to the configuration.

GFI Network Server Monitor components

GFI Network Server Monitor is a client/server application, based on a
central monitoring service able to run on Windows NT or higher. This
application monitors servers and workstations in your LAN, WAN or
even outside your enterprise without the need of any other additional
software. This software architecture allows for high reliability and
scalability to monitor both large and small networks.

GFI Network Server Monitor consists of 3 main modules which are:-
o NSMUI.exe — Network Monitor configuration and user interface.

o NSMENGINE.exe — Network Monitor engine/service (multi-
threading engine able to run 24 checks at a time).
e NSMATTENDANT.exe — Service which controls Alerts,

Notifications, Web server access, etc..

Network Monitor Engine

The GFI Network Server Monitor Engine is a windows service that
polls the servers in your LAN/WAN for availability at specific time
intervals. This is a multithreading service, allowing 24 simultaneous
checks to take place at the same time.

NOTE: GFI Network Server Monitor only makes use of the protocols
and application layers available in the Operating System for running
its checks, thus no agent software installation is required on the
servers to be monitored.

Network Server Monitor configuration

The GFI Network Server Monitor configuration program is the user
interface to the GFI Network Server Monitor engine. Use this module
to configure all settings required for GFI Network Server Monitor. To
launch this module go on Start > GFI Network Server Monitor program
group > GFI Network Server Monitor configuration.
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Screenshot 1 - The Network Monitor Manager

The main GFI Network Server Monitor configuration display is divided
into two windows.

e Tools Explorer view (left view) — Contains nodes, check folders
and tools required for the configuration and running of GFlI
Network Server Monitor.

e Server / Miscellaneous view (right view) — multipurpose window in
which the contents and options related to the nodes selected in the
Tools explorer (left) window are displayed (e.g. Clicking on
Monitoring Check Status node in the Tools Explorer, displays the
status of monitoring checks in this window).

The GFI Network Server Monitor configuration module can be
installed on any local or remote workstation/server running Windows
2000 or higher. GFI Network Server Monitor configuration connects to
the GFI Network Server Monitor engine for retrieval of monitoring
data.

Network Server Monitor Attendant

The GFI Network Server Monitor attendant module is the service
responsible for triggering alerts/notifications, status logging, and web
server status monitoring.

License Scheme

The GFI Network Server Monitor software has the following licensing
scheme:

10 Server License - This license allows you to monitor up to 10
servers/workstations on your network.

25 Server License - This license allows you to monitor up to 25
servers/workstations on your network.

Unlimited server license - This license allows you to monitor an
unlimited number of servers/workstations on your network.
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Installing GFI Network Server Monitor

System Requirements
Machines running GFI Network Server Monitor require:
e Windows 2000 (SP4 or higher), 2003 or XP Pro operating systems.

e Windows scripting host 5.5 or higher (Included in Internet Explorer
6 and in Service pack 2 of Internet Explorer 5.5). You can
download it separately from www.microsoft.com/scripting.

e .NET Framework 1.1
Any computer that you wish to monitor:

e WMI - When using checks having WMI scripts, make sure to install
WMI on every Windows NT 4 target machine being monitored.
This can be downloaded for free from -
Www.microsoft.com/scripting.

e Windows Scripting Host 5.5 or higher — When using functions
written in VB Script, make sure that target machines, have
Windows Scripting Host 5.5 or higher installed. This can be
downloaded for free from www.microsoft.com/scripting.

Installation Procedure

The installation wizard will install the actual monitor service, the
configuration module and all the required application files
automatically. To start an installation:

1. Exit all Windows Programs and log on as Administrator.

2. Launch the GFI Network Server Monitor installation wizard by
double-clicking on ‘NetworkServerMonitor6.exe’ and click on the ‘Next’
button to start the installation.
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i'-‘;" GFI Metwork Server Monitor 6.0 Setup | O %] |

GFI Metwork Server Monitor version 5.5 detected

Fleaze chooze if you want to remove M5k 55

Setup haz detected that GFl Mebwork Server bonitor verzion 5.5 iz installed. Do pow want
to remove GFl Metwork Server Monitor version 5.5 prior to installing GFI Metwork, Server
tonitor version 67

ez, | want to remove GFl Metwork Server Manitor version 5.5 prior ta inzstalling
verzion B.

* Mo, | do not want o remave version 5.5 prior bo installing version 6.

Cancel |

Screenshot 2 - Previous Version Detected

3. The Installation Wizard will start by checking if you have previous
versions of GFI Network Server Monitor installed on your computer.
Specify if you want to keep any previous installation detected or
instruct the wizard to uninstall it for you.

i'—i’" GFI Metwork Server Monitor 6.0 Setup !El

Check for latest build availability

Check for & newer verzion of GFl Metwork Server Manitor B.0.

Thiz inztallation zan check whether there iz a newer build for GFI LANguard M5 M. B0
downloadable from the GFI web site, Thiz procedure will reguire an internet connaction in
order bo connect to the GF| web site,

" Yes, please check for a newer version of GFI M.5.8. 6.0 an the GFl web site.

{* o thank vou, do not check for a newer version and continue with the curent installation,

Cancel |

Screenshot 3 - Check for latest build

4. Choose whether you want the installation wizard to look for a newer
version of GFI Network Server Monitor on the GFI website or click on
the ‘Next’ button to continue with the current installation. In the license
dialog, read the licensing agreement carefully. Mark ‘I Accept the
Licensing agreement’ and click on the ‘Next’ button to continue.
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ii.il GFI Network Server Monitor 6.0 Setup =

Import configuration setup

Import configuration zettings fram an older installation.

Previous inztallation of GFl KN.5.M. 6.0 detected. Do you want to irmport pour presdous
canfiguration files or re-configure the application?

% Import zettings uzed in older build
" Make a clean instal

Cancel |

Screenshot 4 — Previous Installation detected.

NOTE: The following stage is required only if GFI Network Server
Monitor 6 has already been installed on your computer.

5. Choose whether you want to import configuration settings from an
existing installation or else continue with a new (clean) installation.
Click on the ‘Next’ button to continue.

i'-.%l‘ GFI Network Server Monitor 6.0 Setup HiE 3 |

License Key

Enter the following information to personalize wour installation

Please enter your name. company and license key. If you do not have a license key vou can
uze GFI M.S.M. B.0 a2 an evaluation vergion for the firgt B0 days.

Full M amme: I.Jason Micalle
Company: |I3FI Software Ltd.
License Key: IEvaIuatiun

< Back I Mext = I Cancel

Screenshot 5 - User and License key details

NOTE: The following stage is only required during a new (clean)
installation.

6. Specify the full user name, the company name and the license key.
Click on the ‘Next’ button to continue.

10 e Installing GFI Network Server Monitor GFI Network Server Monitor



NOTE: By default GFI Network Server Monitor has a 30 days
evaluation period. When an evaluation version is downloaded from the
GFI website, a 60 days evaluation key will be automatically emailed to
you following the download of the product.

NOTE: After you have purchased the product, there is no need to
uninstall and reconfigure GFI Network Server Monitor because you
can enter the new license key directly from the GFI Network Server
Monitor configuration program. For more information on the license
key, please refer to ‘Entering your License key after installation’
section in this chapter.

i'-il‘ GFI Metwork Server Monitor 6.0 Setup ==

Uszer Account Information

Fleaze enter requested data

The GFI M.5.M. 6.0 engine zervice mns the monitaring checks againzt the target computers.
By default checks which require logaging in to the target computer will uze the securnity contest
af the account under which the engine service iz unning. [t iz recommended ba run the
attendant engine zervice under a domain adminiztrator account,

Set up GFl M.5.M. 6.0 engine zervice to run under:

" The local sestem account
* & domain administrative account

Account: IJASDNTEST'\adminislralur

Pazzwiord: I’“‘"“““’“‘
LConfirm Pazsword: IN

MOTE: Specify the uzer name in the format 'DOMAINSYUSERMAME'

¢ Back | Mewt > I Cancel

Screenshot 6- Service Account details

7. Specify a service Account for GFI Network Server Monitor.

NOTE: The GFI Network Server Monitor service must run with
administrator credentials. It is recommended to provide a Domain
Admin or Enterprise Admin account, because most probably, GFI
Network Server Monitor will need administrative rights to access the
servers on the domain. However, it is not mandatory to provide a
Domain/Enterprise Admin account for every monitoring check, since
separate credentials can be provided or inherited.

GFI Network Server Monitor Installing GFI Network Server Monitor e 11



ii.il GFI Network Server Monitor 6.0 Setup =

Mail Settings X -
Enter administrator email and SKMTP mail server settings I}}]

Pleaze enter the detailz of the SMTP zerver and email adress that are to be uzed by GFI
Metwarlk Server Monitor B.0 for email notification.

From: MSkE127.0.0.1

Ta: Iadministratur@lucalhust

SMTF server |'| 27.0.0.1 Eort; |25

{* SMTP server does nat require authentication.

" SMTP zerver requires authentication,

SMTP User |

SMTP Pagzword: I Werify bail Settings |

¢ Back I Mewt = I Cancel |

Screenshot 7 - Mail Server details

NOTE: The following stage is only required during a new (clean)
installation.

8. Specify the SMTP/mail server details (Hostname/IP and Port) as
well as the e-mail address were generic notifications will be sent. Click
on the ‘Next’ button.

NOTE: You can define seperate Email notification addresses for each
check from the check properties during configuration.

NOTE: You can verify your settings by sending a test message. Do
this by clicking on the ‘Verify Mail Settings’ button.

9. Click on the ‘Browse’ button to specify a new installation path or
click on the ‘Next’ button to use the program’s default installation path
(i.e. c:\\Program Files\GFI\Network Server Monitor 6.0\).

NOTE: The installation does not require more than 27 MB of free disk
space.

10. Click on the ‘Next’ button to start the installation. After this
completes, click on the ‘Finish’ button to launch GFI Network Server
Monitor.

Entering your License key after installation

If you have purchased GFI Network Server Monitor, launch GFI
Network Server Configuration, right clicking on ‘Licensing’ in the
General node and select ‘Enter License key..." Enter the license key in
the dialogue on display and click on the ‘OK’ button.

NOTE: You must have a GFI Network Server Monitor license for every
server that you wish to monitor.

NOTE: Entering the License key should not be confused with the
process of registering your company details on our website. This is
important, since it allows us to give you support and notify you of
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important product news. Reqgister on:
http://www.gfi.com/pages/regfrm.htm

Changing NSM Engine Service Logon Credentials after Installation

The GFI Network Server Monitor engine service account details are
set up during the installation phase. There is no way to change the
service credentials from the GFI Network Server Monitor 6
configuration application. The only way to change such details is as
follows:-

1. Start >Settings >Control Panel > Administrative Tools >Services.
2. Double click on ‘GFI Network Server Monitor 6.0 engine’.

3. Click on the ‘Log On’ tab and make the required changes.

4. Click on the ‘OK’ button to exit.
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Configuring GFI Network Server
Monitor

Getting started with GFI Network Server Monitor

NOTE: All configuration settings for GFI Network Server Monitor are
carried out from GFI Network Server Monitor configuration. Launch
this configuration program from Start > GFI Network Server Monitor
program group > GFI Network Server Monitor configuration.

Introduction to monitor checks

Monitoring checks are tests which verify the condition of specified
computers and services on your network. These tests check:

e Hardware status: i.e. verify that target computers and related
hardware components are available and running (e.g. Printer
availability and Physical disks availability check.)

e Applications and Services: i.e. verify that specific services and
applications are running on target computers (e.g. Generic
Exchange Server Check and DNS Server checks).

In GFI Network Server Monitor, you can create single checks as well
as batches of checks using the available wizards.

Quick Start Wizard

The Quick Start Wizard helps you quickly create and setup a batch of
monitoring checks suitable for your network. This wizard is
automatically launched the first time that GFI Network Server Monitor
is started, in order to help you get your network monitoring system up
and running in the least possible time.

5 GFI Network Server Monitor 6.0 M=l =

File  Todls Help

& 2 D@l (]

Tools Explorer Folder Ma... 7 | Folder Description

. GFl Metwork Server Monitar CATMIASON Contains the rules used to monitor computer TMJASOM [Inheritance Enabled)

ERE-3 1 onitoring Checks Configuratips TR IASOMIT Cowtsine tha niles ysed b moritorn computer THIASON [Inheritance Enabled)
e

-

Folder...
Monitoring Check.

B Monitaring Checks Status
@ Program Corfiguration
--'ﬁ Tools

{5 General Refresh

Find Falder. ..

< | i

|2 Folderls) [

N

Screenshot 8 — Launch Quick Start Wizard from Tools Explorer window

Once ready, you can still make use of this wizard by launching it from
File > New > Quick Start Wizard or Right Click on the ‘Monitoring
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Checks Configuration’ node in the Tools Explorer window and go to
New > ‘Quick Start Wizard'.

Running the Quick Start Wizard

1. Launch the ‘Quick Start Wizard’ (The first time GFI Network Server
Monitor is started, the Quick Start Wizard is launched automatically).

Quick Start Wizard...

Step 1/9: Specify the 05 of the server[s] to monitor. o
Specify the operating system of the zerver(z] which will be monitored. ﬁu

@Windnws 2000 Server
J Windows P
% windows 2003 Server

< Back | Mest » I Cancel

Screenshot 9 — OS Selection stage

2. Select the operating system installed on the target computer, in
order to generate a compatible set of monitoring checks.
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Quick Start Wizard...

Step 2/9: Specify the zervices the server(z] provide.
Creates additional monitoring checks for the indicated roles.

S

Fole | D ezcription

= O A% Microsoft Windows Domain Foles

[ 2 Print Server
= P_‘gWeb Server
= F_gIIS Web Server
i’TQSMTF' Server
E’_'g‘-.-\-"eb Server
f’fg FTF Server

¢ Back | Mewt = I

Cancel

Screenshot 10 - Server Role Selection stage

3. Select any additional roles that the target computer has within your
network (e.g. Mark ‘IS Web Server’ to include monitoring checks that

test for Internet services availability on a web server).

Quick Start Wizard...

Step 3/5: Specify additional applications inztalled which need to be
monitored.
Createsz additional monitoring checks for the indicated applications.

=

Fiole | D e=zcription

GFl Software Lid,

gl
O |=:| GFI LaMguard 5.E.L.M.
[@1GFI LaMguard M.5.5.
O[&E]GFI LsMguard P.5.C.
(] GFI LAMguard M.5.M.
O &l GF1 Fexmaker
O[] GF1 MailEssentialk
O =] Gl Mailsecurity
™ Symantec

8 Morton Antiins 2005
O [ Morman

O [:] Marman Yirus Control v5

O W& kacpersky Lab
1 BE K aenersku dnbddine for Windras Ware

+++++++E

hd

¢ Back | Mewut = I

Cancel |

Screenshot 11 — Additional Applications selection stage

4. Select which applications (installed on the target computer) require
monitoring. GFI Network Server Monitor will include default monitoring
checks to ensure that the selected applications are up and running on
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the respective target computer (e.g. enable GFI LANguard Network
Security Scanner (N.S.S.) 6.0 to check if the GFI Network Security
Scanner is running on a target computer).

Quick Start Wizard...

Step 4/9: Specify the zerver[z) names ﬁ i

Specify for which computers the monitoring checks will be created:
Add

ThJASOMN Bemawe |

Impaoit... |

< Back Mest » Cancel

Screenshot 12 - Select target computers

5. Define the target computer(s) which will be monitored using this
batch of checks: Specify the computer name (e.g. TMJASON) and
click on the ‘Add’ button to add a computer to the list. Repeat the same
procedure until all target computers have been listed.

TIP: You can also define your target computers by clicking on the
‘Select’ button and marking them on the displayed list of available
computers on your network.

TIP: You can click on the ‘Import’ button to get the list of target
computer names from a text file. Make sure that this file is in plain text
and contains one computer name per line.

6. Click on the ‘Finish’ button to start generating the batch of
monitoring checks.

NOTE: GFI Network Server Monitor keeps checks organized, by
storing them in folders, The Quick Start Wizard will store all generated
checks in the folders automatically created (unless already available)
for every target machine specified (e.g. folder TMJASON should
contain all checks that have TMJASON as their target computer).

Creating monitor checks

1. Right Click on the ‘Monitoring Checks Configuration’ node (in the
Tools Explorer (left) window) and go on New > Monitoring Check...

NOTE: To create a check in an existing folder, right click on the target
folder and go on New > Monitoring Check...
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Mew Check

Create new monitorning check Lo
Select which type of monitanng check you want to create.

Select which tppe of monitanng check do pouw want to make:

Check Tupe | Dezcription -
= HNetwmkf’Intemet protocolz and seryi...
E] HTTRAHTTF: Check the availability of HTTP and HTTPs...
E] FTP Check the availability of FTP sites.
E] IMAP Mailzerver Check [MAP mail zervers by establishing a ... -
E] MMTP Newssemer Check NMNTP news servers by establizhing ...
E] POP3 Mailzerver Check POP3 mail servers by establishing a ...
E] SMTP Mailzerver Check SMTP mail zervers by establizhing a...
E] MTP Tirmeserer Check the availability of NTP time servers.
E] DS Server Check DNS Server entriez on a target com...
E] ICMP Ping Check availability of a target computer(z].
E] Genenc TCRAP Check local or remote gervers by challengi...
= [IsMMP
E] Genernic SHMP The SHMP GET meszage allows an inform. ..
= [[dwindows 05
Dgﬁerlenc o . L LI

< Back | Mest > I Cahcel |

Screenshot 13- Select Type of Monitoring Check required

2. Select the type of monitoring check required (e.g. if you want to
check the availability of a target computer, select ‘ICMP Ping’) and
click on the ‘Next’ button.

3. Configure the functional parameters required by the selected check.
Functional parameters are the test settings which define the role of a
monitoring check.

NOTE: Diverse types of monitoring checks require different functional
parameters. For further information on the configuration of functional
parameters, please refer to the ‘Configuring Monitor Functions’ chapter
in this manual.
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Example: Configure ICMP Ping functional parameters.

Mew Check

ICMP Ping ——
Check availability of a target computer(z]. @J

Fing the target maching and proceszs the resultz returned.

take zure pou IW VI ping the target computer(z).

Trigger if the returned valuesz do not fit the following parameters:

Timeout [mzec] for each reply: ISDDD

Mumber of echo requests to send: |4

@ The Timeout' field can be uzed ta manitar the response time of a computer.

Click here toload a sample.

< Back | Mest = I Cancel

Screenshot 14 - ICMP/Ping monitor function properties

The ICMP/Ping function requires the following parameters:

e Make sure you.....ping the target computer — Select ‘Can’ to
specify that the check is successful if the server replies to the ping.
Select ‘Cannot’ to specify that the check fails if the server replies to
the ping.

¢ Hostname or IP address — Specify the DNS name or IP address of
the computer you want to ping (can even be a WINS name, but
only if the name can be resolved by some WINS server in the
network).

e Timeout (m.sec) for each reply — Specify the maximum number of
milliseconds delay before an error report is triggered.

NOTE: On a congested network, echo response packets may take
longer than 3 seconds to be delivered. Adjust the timeout value
according to the traffic present on your network, in order to avoid false
alarms.

o Number of Echo requests to send — Specify the number of
consecutive pings to be sent on execution of this check.

4. Click on the ‘Next’ button and specify a string which describes the
function of this monitoring check (e.g. Check if the ‘FILESERVER’ is
up and running).
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Mew Check

Select computers. . Lo
Specify for which computers this monitoring check will be created.

Specify for which computers this monitoring check will be created:

IS45ERVER Add I
ThJASOMN Remone
FILESERVER ;l

ISASERVER Select... |
Impaort... |

% [Lieate e checksin a dedizated folden faneven camputen [Fecammerded)
) [reate all chesks i the falden]

¢ Back Mest > Cahcel

Screenshot 15 - Specify target computer(s)

NOTE: The following stage applies only for checks that are computer
based (e.g. ICMP Ping).

5. Specify the target computer(s) which will be monitored using this
monitoring check. Enter the target computer name (e.g. TMJASON)
and click on the ‘Add’ button to include the computer in the list. When
all target computers have been specified, click on the ‘Next’ button.

TIP: You can also define your target computers by clicking on the
‘Select’ button and marking them on the displayed list of available
computers on your network.

TIP: Click on the ‘Import’ button to get the list of target computers from
a text file. Make sure that this file is in plain text and that it contains
one computer name per line.
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Mew Check

Select computers. . Lo
Specify for which computers this monitoring check will be created.

Target Folder Mame [IF the folder dogs not exist it will be created]:
[
List of available folders:

(I TMJASON
(3 TMJASON[T)

MOTE: The check you zelected to be created iz not computer bazed [Does not
require a target computer to be specified).

¢ Back | Mest » I Cancel

Screenshot 16— Select Target folder

NOTE: The following stage applies only to monitoring checks that are
not computer based (e.g. HTTP/HTTPs).

6. Specify the name of the target folder in which the monitoring check
will be stored and click on the ‘Next’ button.

NOTE: If the specified folder does not exist, it will be automatically
created by the check wizard.

7. Click on the ‘Finish’ button to generate the new monitoring check.

Configure monitor check properties

About monitor check properties

Monitoring checks require parameters which define their performance.
(E.g. the ‘Scan Frequency’ defines the time interval between
consecutive runs of a monitoring check). These parameters also pre-
define the actions that GFI Network Server Monitor must trigger when
a check succeeds or fails (e.g. Notification parameters designate the
type of notification to be sent, including its recipient(s)). Parameters
can be directly configured from the check properties or inherited from
the properties of the folder where the checks are stored. For further
information on how to inherit properties, please refer to the ‘Inherit
properties from folders’ section in this chapter.
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Configure General parameters

Properties - TMJASON - ICMP - Ping E |

General | Check Parametersl Logon credentialsl .-'-‘-.u:tiu:unsl Dependenciesl Maintenancel

Check detailz
@ Check Mame: ITMJ.-’-‘-.SEIN - ICMP - Ping

Check Description; IEIS General : Werfies connechions to remote computers.,

T arget
"']Ig [ Inherit karget computer from parent folder
I -

-1] The monitoring check will apply to the following computer:
HoztnamedP: | ThMJASOM

Scan Frequency

2. [ Inherit scanning frequency fram parent falder

Bun the monitoning check once eveny:

|2 Iminutes j [minimum 5 zeconds]

Errar Threzhold
[ Inkherit errar threshaold from parent folder

Consider thiz maonitoring check az a fail after:

IE Efrorg

(] I Cancel | Apply

Screenshot 17 - General check properties

Specify the general parameters of a monitor check (e.g. Check Name
and Target Computer) as follows:

1.

Double click on the folder containing the check to be configured,

right click on the check and select Properties.

2

Specify the following parameters:

Check details — The monitoring check name (e.g. ‘Fileserver
Availability Check’) and relative function description (e.g. Ping the
Fileserver to check if it is available).

Target — The name or IP address of the target computer on which
this check will run (e.g. FILESERVER or 192.168.1.10).

Scan Frequency — The time interval between consecutive
executions of this monitoring check (e.g. Specify a scan frequency
of 10 minutes, if you want to run this check every 10 minutes).

Error Threshold — The number of consecutive times that this check
must fail before an action is triggered (e.g. Specify an Error
Threshold of 3, to allow a check to fail 3 consecutive times, before
the check is classified as failed and notifications, etc. are
triggered).

NOTE: Check failures occurring within the specified error threshold
limit are known as errors. GFI Network Server Monitor, only defines a
check as failed when the number of errors exceeds the error threshold.
The error threshold is necessary to avoid continuous false alarms,
triggered by check timeouts, associated with slow network connections
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or delays in connection in extremely busy targets (e.g. File servers and
Mail servers) during peak hours.

Configure Check (functional) Parameters

The check functional parameters are the test settings that define the
role of a monitoring check (i.e. each type of monitoring check requires
its own configuration settings and parameters). For further information
on functional parameters set ups, please refer to the Configuring
Monitor Functions chapter in this manual.

Example: Configure functional parameters for a File Existence check.

GFI Network Server Monitor can check for the existence of a file. In
this example, the monitoring check will be setup to look for a file called
‘status.txt’.

Properties - TMJASON - ICMP - Ping E3 |

General Check Parameters | Logon credentialsl .ﬁ.ctiunsl Dependenciesl Maintenancel

: ﬁ Check, awvailability of a target computerz].

Fing the target machine and process the resultz returned.

Make zure you IW vI ping the target computer(s).

Trigger if the returned walues do not fit the following parameters:

Timeout [mzec] for each reply: |3EIEIEI

Mumber of echo requests to zend: |4

@ The ‘Timeout' field can be uzed to monitar the rezponze time of a computer,

Click here to load a zample.

(] I Cancel Apply

Screenshot 18 - File existence check parameters

1. Double click on the folder containing the check to be configured,
right click on the required check and select Properties.

2. Click on the ‘Check Parameters’ Tab and specify the following
parameters:

e File (UNC Path) — The path to the file in UNC format (e.qg.
\\FILESERVER\status.txt) that needs to be checked.

o Exists - Enable the ‘Exist’ option to specify that this check must
find the specified file to be successful.

e File must contain.... — Enable this option and specify the string that
must be present in the file in order for the check to be successful
(e.g. ‘transfer was successful’).
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3. Click on the ‘Apply’ button to accept the current configuration.

Define Logon credentials

The Logon Credentials are the (logon) authentication details which a
monitoring check requires to connect to a target computer.

NOTE: Computers running on Linux and Unix may require reference to
a certificate authentication (private key) file instead of the logon
password. The certificate authentication file is often required by the
SSH module for authentication by Linux/Unix computers.

NOTE: By default, GFI Network Server Monitor uses the same security
context account used by the GFI Network Server Monitor engine.

Properties - TMJASON - GFI LANguard M.5.M. 6.0 engine service

Generall Check Parameters ~ Logon credentials |.-“-‘-.cti|:|n$| Dependenciesl Maintenancel

Logon credentials
[ Inhert authentication and access credentials from parent folder
Thiz monitaring check will connect ko the target machine(s) using:

" the security context of the aceount under which the NSM engine service is
funhing

{7 altemative credentials:

e manme: I

Eazaiard I

{+ certificate authentication [Linus/Uniz logons]:

| zer name: IJ azonhd|

Certificate file: I.-"usr.-"data.-"pke_l,lfile
Mate: To monitor *Windows computers you need to specify alternative credentials
or uge the securnity contest under which the NSk engine service is running.

To manitor non-windows computers such ag Linus machines you need to specify
alternative credentials ar a certificate authentication file.

(] I Cancel Apply

Screenshot 19 - Logon Credentials Setup Window

To setup alternative or certificate authentication credentials:

1. Double click on the folder containing the check to be configured,
right click on the check and select Properties.

2. Click on the Logon Credentials Tab.

3. If the ‘Inherit authentication and access credentials from Parent
folder’ option is enabled, disable it and enable ‘Alternative Credentials’
or ‘Certificate Authentication’.

4. Specify the user name (e.g. JasonM), the password or the full path
to the certificate file (e.g. /etc/passwd/cert_file) in the case of certificate
authentication details.

5. Click on the ‘Apply’ button to accept the current configuration.
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Actions and Notifications

Properties - TMJASON - GFI LANguard M.5.M. 6.0 engine service

Generall Check, Parametersl Logon credentials  Actions | Dependencies Maintenancel

Matificationz

/[ Inherit natifications parameters from the parent folder
[~
- Specify the notification parameters to uze on the occurence of important
eventz during the manitaring of thiz check.

Run external file
= [ Inhert run external fle parameters from parent folder

Specify the run external file parameters to uze on the ocourence of impaortarnt
eventz during the monitoring of thiz check.

Settings... |

Feboot Computer £ Restart Services

[ Inkert reboot computerdservices parameters from parent folder

Specify the reboat computer / restart zervices parameters bo uze an the
occurrence of imparkant events during the monitaring of this check.

Settings... |

(] Cancel Apply

Screenshot 20 - Actions Setup window

Actions refer to the activities which follow the occurrence of an
important event i.e. what happens when a monitoring check meets a
specified condition. GFI Network Server Monitor supports the following
actions:

o Notifications — Send messages to inform the recipient(s) of the
event(s).

e Run an external file — Launch an executable, batch or VBScript
file when a particular check fails.

o Rebooting a computer — Attempt to automatically correct a
problem by rebooting the target machine which has failed.

o Restarting services — Attempt to automatically correct a problem
by restarting the service(s) which have failed during a check.

Notifications

GFI Network Server Monitor supports Email notifications; Network
notifications and SMS/Pager Notifications.
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Settings - Motifications E

General |

hatifications
j._-) [v ‘wihen the check fails:
— Send an email to: MSMaAdministrators

O 5end a network message bo; <Mao Recipients Configured:
O Send a SM5/Pager messags to: <Mao Recipients Configured:

MOTE: [Double click on notification tepe bo zpecify recipents)
Send failure notifications:
f+ Only once after the failure

" Once every |1 minutes az long as the check continues failing.

v ‘wihen the check recovers from a failed state:

Send an email to:

O 5Serd a network message to: Mo Recipients Configured:>
O Send a 5H5/Pager meszage to: <Mo Recipients Configured:>

MOTE: [Double click on notification tepe bo zpecify recipents)

ok Cancel

Screenshot 21- Notifications Setup Window

These naotifications can be sent in two situations:

e When a monitoring check fails — after a configurable number of
errors, the monitor check is considered as failed.

e When a monitoring check has recovered from the ‘Failed’ state —
since GFIl Network Server Monitor can recover a server/device, it
can be useful to send an alert to the operator to inform him/her that
the previous error is no longer present.

About Email Notifications

To use SMTP e-mail notifications, the GFI Network Server Monitor
service must have access to an SMTP compliant mail server. GFlI
Network Server Monitor also supports SMTP servers that require
SMTP authentication, such as Microsoft Exchange. SMTP AUTH is a
protocol that is used to verify that you are a user on the SMTP server.
GFI Network Server Monitor is RFC 821 and RFC 822 SMTP AUTH
compliant.

NOTE: GFI Network Server Monitor does not require IIS to support e-
mail; it communicates directly to the SMTP server using the SMTP
protocol.

About Network Notifications

GFI Network Server Monitor makes use of ‘Net Send’ (or ‘Net Popup’)
to send messages over the network.

NOTE: Only computers that support NetBIOS can send and receive
network messages. NetBIOS messages can be sent to users and/or
computers.

About SMS/Pager Notifications

GFI Network Server Monitor can send SMS messages in two ways:
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e Through an SMSC (Short Message Service Center). This requires
a normal Hayes compatible modem, connected to the server
where the GFI Network Monitor Engine is running. When there’s a
notification to be sent, GFlI Network Server Monitor uses the
modem to dial-in to the SMSC provider and deliver the actual SMS
message(s); most countries have one or more SMSC service
providers.

e Through a GSM phone or GSM modem connected to the server by
serial cable, Infrared or Bluetooth. The GSM phone must be
capable of processing AT+C commands (most modern GSM
phones can do this).

Configure Notifications Parameters

Properties - TMJASON - ICMP Ping can ping E |

Generall Check, Parametersl Logon credentials  Actions | Dependenciesl Maintenancel

M otifications
- \_"’] [v Inhert notifications parameters from the parent falder

e SEecii the netiieatian parametens o use an the eeeumente ol mEariant
esentE dining the mantarning of the check,

SEthings... |

Run external file

= [v lnhert rn external fle parameters from parent folder

SEecii the i erternal e parametens ta wee an the aecumence o mpartart
esentE dining the mantarnng of the check,

f

Settngs...

Feboot Computer £ Restart Services

@ [ drihent reboot computer/services parameters fram parent foldes

Specii the rebaat camputen L restart sentes paramelens bo Lse ar) the
AEEUTENCE Gf mEarkartesents durng themantarm b the check,

Sethngs... |

ak. I Cancel Apply

Screenshot 22 - Actions window with Inherit options enabled

1. Double click on the folder containing the check to be configured,
right click on the check and select Properties.

2. Click on the ‘Actions’ tab.

3. If the ‘Inherit notifications parameters from the Parent folder’ option
is enabled (see above screenshot), disable it and click on the ‘Settings’
button in the notifications area.
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Settings - Motifications E

General |

hatifications
j._-) [v ‘wihen the check fails:
— Send an email to: MSMaAdministrators

O 5end a network message bo; <Mao Recipients Configured:
O Send a SM5/Pager messags to: <Mao Recipients Configured:

MOTE: [Double click on notification tepe bo zpecify recipents)

Send failure notifications:
f+ Only once after the failure

" Once every |1 minutes az long as the check continues failing.

v ‘wihen the check recovers from a failed state:

O 5Serd a network message to: Mo Recipients Configured:>
O Send a 5H5/Pager meszage to: <Mo Recipients Configured:>

MOTE: [Double click on notification tepe bo zpecify recipents)

ok Cancel

Screenshot 23 - Notifications setup

4. Select the event during which notifications will be sent:

e Enable ‘When the check fails:’ option to send notifications
whenever this check fails.

e Enable ‘When the check recovers from a failed state’ option to
send notifications when the monitoring check recovers from a
failed state.

5. Select the type of notification to be sent (e.g. click on the ‘Send an
email to:’ option to send Email notifications whenever this check fails).

Select users and groups... E3 |

Axailable uzers/agroups; Selected users/groups:

ENSM.&dministratnrs € Jason Micallef
ﬁ M Sk Adminiztrator

7 Andre Muscat

| £§Micholas Acquiling Add -

ﬁ Flobert Schermbri _l

<- Remove

QF. I Cancel

Screenshot 24 - Users and Groups Selection Window

6. Double click on the users and/or groups that need to be added to
the list of notification recipients. Click on the ‘OK’ button when all the
intended recipients have been selected.

NOTE: Notifications will be sent using the delivery details (email
address, etc.) specified in the properties of the selected users. For
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more information on user properties, please refer to the ‘Configure
user properties’ section in the ‘Users and Groups’ chapter.

NOTE: Enable the ‘Once every ...... minutes as long as the check
continues failing’ option, ONLY if this natification is to be sent more
than once during the time that this check is in a failed state. In this
case specify the time interval (in minutes) required between each
notification sent. (e.g. To send a notification every 10 minutes, enable
this option and enter ‘10’ in the time interval to make it read “Once
every 10 minutes as long as the check continues failing’).

7. Click on the ‘Apply’ button to accept the current configuration.

Run an external file after an alert is triggered

Settings - Program Actions

General I

Frogram Actions

:E? Select which impartant events are of interest and which esternal files ta mn when they ocour:

v ‘when the check fails execute the following list of files [ exe, bat, wbs):

File I FParameters I ]
C:hvProgran_FileshErm_Grabh\Capture...  ZCHECK_MAMEZ: XCHECE...
Hemuve |

Fiun the above file:
% Only once after the failure

" Once every |1 minutes a3 long as the check continues failing.

[ when the check recovers from a failed state:
File I FParameters | Calal

HEmuve

QK. | Cancel |

Screenshot 25 - Run External File setup window

GFI Network Server Monitor can be set up to launch executables,
batch and/or VBScript files whenever an important event occurs. This
action is configured as follows:

1. Double click on the folder containing the check to be configured,
right click on the check and select Properties.

2. Click on the Actions Tab.

3. If the ‘Inherit run external file parameters from parent folder’ option
is enabled, disable it and click on the ‘Settings’ button in the run
external file area.

4. Select the event condition during which the external file will be run:

o Enable ‘When the check fails execute..... option to launch files
whenever the check fails.

o Enable ‘When the check recovers ..." option if you want to launch
files when the monitoring check recovers from a failed state.
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Settings - Program Actions - Specify file to execute

General
Specify the file to be executed. The file can be either a%ES file or an
executable file such az BAT and EXE filez.

File to execute:
II::'\F'ru:ugram_FiIes'\Err_GraI:u'\Eapture_Erru:-r.e:-ce |

Parameters to pasz to the file:

IZEHEEK_N.-’-‘-.MEZ %ZCHECK_TARGET% ZDATEX %TIMEX

System wvariables like ZCHECK_MNAMEX and ZCHECK_TARGETZ
are supported. Pleaze refer ta the manual for all of the supported
variables.

k. I Cancel

Screenshot 26 - File parameters settings

5. Click on the respective ‘Add’ button and specify the complete path
to the file to be executed (e.g. c:\Error_folder\Capture_Error.exe). If
the file requires any parameters you can still pass them on the
command line. You can also pass such parameters through GFlI
Network Server Monitor, by specifying them in the ‘Parameters to pass
to the file’ field. You can pass parameters in plain text as well as
through variables like <%Date%> and <% CHECK_RESULT%>. These
variables are then substituted to values when the program or script is
launched. For further information on variables, please refer to the
‘Message Templates’ section in the ‘GFI Network Server Monitor
General Alerting Options’ chapter.

6. Click on the 'OK’ button to add this entry to the list of files to be
launched.

NOTE: Enable the ‘Once every ..... minutes as long as the check
continues failing’ option, ONLY if this file is to be launched more than
once during the time that this check is in a failed state. In this case
specify the time interval (in minutes) required between the consecutive
execution of the files (e.g. To run a file every 5 minutes, enable this
option and enter ‘5" in the time interval to make it read “Once every 5
minutes as long as the check continues failing’).

7. Click on the ‘Apply’ button to accept the current configuration.
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Restart Computers / Services after an alert is triggered

Settings - Services / Machine Restart

General I

Services / Machine restart
YWhen the check fails:
[~ Reboot the machine being checked

|v PReboot the following computer:

Hostname/|P: IM.&ILSEH\-"EH Select...

v Restart the servicels) on the following computer

F f

Hostname/1P: IDNSserver Select...

Servicels]: IDNS Server Add...

M Remove

‘When specifving services to restart you can specify either the internal service name or the
zervice dizplay name.

i

0k I Cancel I

Screenshot 27 - Services / Machine restart setup window

GFI Network Server Monitor can be set to remotely reboot a computer
or restart specific services whenever a monitoring check fails (e.g. if
you can’t reach an IS web server in your LAN, you can restart the
W3SVC service). Setup this action as follows:

1. Double click on the folder containing the check to be configured,
right click on the check and select Properties.

2. Click on the Actions Tab.

3. If the ‘Inherit reboot computer/services parameters from Parent
folder’ option is enabled, disable it and click on the *Settings’ button in
the run external file area.

4. To reboot the computer being checked, enable the ‘Reboot the
machine being checked’ option.

5. To reboot a specific computer:
I. Enable ‘Reboot the following computer’ option.

Il. Specify the name or IP address of the computer which will be
rebooted (e.g. MAILSERVER).

6. To restart the service(s) on a computer:

I. Enable ‘Restart the service(s) on the following computer’
option.

Il. Specify the name or IP address of the target computer on
which the service(s) will be restarted.

lll. Specify the display name (e.g. DNS Client) of the service to be
restarted and click on the ‘Add’ button. Repeat this step for
every service which needs to be restarted.

7. Click on the ‘Apply’ button to accept the current configuration.
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Set up Dependencies

Dependencies are checks that define the availability of Servers (e.g.
ISA Server or Proxy Server) and Services (e.g. DNS Server or DNS
Client) required by a target computer (i.e. on which a target computer
is dependent). The specified dependency check(s) must be
successfully executed before the other monitoring checks can be run.

E.g. If you access internet through a Proxy Server, an ICMP Ping
dependency check can be set to check the availability of the Proxy
server, before executing HTTP/HTTPS monitoring checks. If the
dependency check fails, the HTTP/HTTPS check will not be run but
will be classified as a ‘Failure by Dependee’. For further information on
check status classification, please refer to the ‘Check State Indicators’
section in the ‘Monitoring check status’ chapter.

TIP: Use dependencies to avoid receiving a flood of alerts, when
servers on which other computers depend, are down.

Properties - TMJASON - ICMP Ping can ping [ %] |

Generall Check Parametersl Logon credentialsl Actions  Dependencies | Maintenancel

[Dependencies
4‘31 [ Inhert dependency checks from parent folder
L Pleaze configure the dependencies list of thiz check:

" Ensure all of the fallowing checks succeed prior ta running this check:

{+ Ensure one of the following checks succeed prior bo running this check:

Check, Mame | Folder M ame |
ﬁ TMJASOHM - ICHP - Ping ThJASOMN

: Hemmve |

(] Cancel Apply

Screenshot 28 - Dependencies Setup Window

To setup Dependencies:

1. Double click on the folder containing the check to be configured,
right click on the check and select Properties.

2. Click on the ‘Dependencies’ Tab.

3. If the ‘Inherit dependency checks from Parent folder’ option is
enabled, disable it and select the dependency condition required:

e Enable the ‘Ensure all of the following checks succeed.....” option.
to denote that ALL checks in the dependency list must be
successful before this check is allowed to execute.
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e Enable the ‘Ensure one of the following checks succeeds....’
option, to denote that at least one of the checks specified in the
dependency list must be successful before this check is allowed to
execute.

4. Click on the ‘Add’ button to specify the checks to be included in the
dependencies list.

Select Monitoring Check{s) E |

Select monitoring check[z):

tonitoring Check. M ame I b onitoring Check Container I
E THJASOM - Simple b ail Transfer Protocol (5., TRMJASOM
E TMJASOM - FTP Publizhing Service TMJASOM
E TMJASOM -‘Warld Wide "Web Publishing Ser.. THJASON
ﬁ TMJASOM - Morton Antias 2005 TMJASON

] TMJASOM - GFI LaMguard M55 6.0 attend... THJASON
] TMJASOM - GFI LaMguard M5 M. B0 attend.. THJASON
ﬂ TMJASOMN - GFI LAMguard N.5.M. 6.0 engine...  TMJASOM

E THJASOM - Disk Space C: diive TMJASON
E THJASOM - Event Log Service ThJAS0M
E THJASOM - ICMP - Ping TMJASOM
E TMJASOM - ICKMP Ping can ping TMJASOM[T]

Selest |

Screenshot 29 — List of available checks

5. Select the required dependency checks and click on the ‘Select’
button to accept the selection and add it to the list of dependencies.

TIP: Multiple check selections are possible using the ‘CTRL’ or ‘SHIFT’
keyboard buttons.

6. Click on the ‘Apply’ button to accept the current configuration.

Define Maintenance schedules

Maintenance parameters define the times during which monitoring
check(s) are not executed i.e. during Maintenance schedules. These
schedules are setup to avoid receiving a flood of alerts when target
computers, codependent servers and/or respective services are
undergoing maintenance (e.g. during Hardware / Software upgrades
and Data Backups).
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Properties - TMJASON - ICMP Ping can ping E |

Generall Check Parametersl Logon credentialsl .-'-‘-.u:tiu:unsl Dependencies  Maintenance |

Target Maintenance and Operational Times

[ Inherit maintenance times parameters from parent folder
Indizate the operational times for the computer which 1z being monitored by this

check:
0ok 03h 0Eh 03k 12h 15h 18h 21h 24h
i i
T et I L e L e v v e e v v v e W
Tuesday | o] v o] v ol v o] s ol s o] ] o o] ] o] o] o ] W
tednesday ||| wr] v vl vl vl o | o] o] vt | o e o W
Thursday | v v ] vl s sl v o] ] o] s ] ol o] o] o] o] s ] | ] o W
ST L O P e P e e e e G e e e e W
Saturday | o) ] o] v o] o] vl P P P e e P e W
Sunday | v o] | o] | o] el o ] | ] | o] | ] ] ] ] W

MOTE: karked time intervals are congidered operational times. Unmarked
intervals are conzidered as times when the computer iz switched off or under
maintenance.

(] I Cancel Apply

Screenshot 30 - Maintenance schedule Window

To set up maintenance schedules:

1. Double click on the folder containing the check to be configured,
right click on the check and select Properties.

2. Click on the ‘Maintenance’ Tab.

3. If the ‘Inherit maintenance times parameters from Parent folder’
option is enabled, disable it and specify the operational and
maintenance periods for the target computer being monitored.

e.g. The screenshot above shows the maintenance schedule setup for
a target computer which is down between 21:00 and 23:00 hrs all
week for data backups and between 8:00 and 12:00 hrs every
Saturday for Hardware and Software maintenance.

NOTE: Marked (v) time intervals indicate operational times, during
which the monitoring check can be run.

4. Click on the ‘Apply’ button to accept the current configuration.

TIP: To mark/unmark a whole day, click on the name of the day (e.g.
Monday) at the left of the hours grid on display.

TIP: To mark the same hour for a whole week, click on E at the top of
the column representing the required hour.

Inheriting check properties

About property inheritance

In GFI Network Server Monitor, a parent folder is a folder which
contains monitoring checks. Parent folders have properties identical to
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those configured in monitoring checks. In fact, such folder properties
can be configured and then passed on to any/all checks contained in
the folder i.e. Inherited.

All properties except for the ‘Check details’ and ‘Check (functional)
Parameters’ can be inherited from a parent folder. These include Scan
Frequency, Logon credentials, Notifications, and Maintenance
parameters amongst others. For further information on parent folders,
please refer to the ‘Monitor Check Folders’ chapter in this manual.

How to inherit properties from a folder

To inherit properties from parent folders, enable the ‘Inherit ....... from
parent folder’ option, present in the checks properties that can be
inherited.

e.g.: To inherit the notification settings from a parent folder:

1. Configure the notification parameters on the folder (please refer to
the ‘Monitor Check Folders’ chapter in this manual).

2. Select the monitoring check(s) that will inherit the notification
parameters, right click on the selection and choose Properties.

TIP: You can select and setup multiple checks simultaneously by
holding down the ‘CTRL’ or ‘SHIFT’ button on the keyboard and
selecting the required checks.

Properties - TMJASON - ICMP Ping can ping E |

Generall Check. F'arametersl Logon credentials  Actions | Dependenciesl Maintenancel

Matificationz

- ~._'-) [v lrihert notifications parameters fram the parent falder

— SEecii the netiieatian parametens o use an the eeeumente ol mEariant
esentE dining the mantarning of the check,

SEthings... |

Run external file

= [v Inherit i external fle parameters from parent folder

SEecii the i erternal e parametens ta wee an the aecumence o mpartart
esentE dining the mantarnng of the check,

SEtings...

i

Feboot Computer £ Restart Services

@ [v inkert reboot computerdservices pararmeters from parent foldes

Specii the rebaat camputen L restart sentes paramelens bo Lse ar) the
aECUTERCE ol mpartant events durnmg the memtarmg ok e check,

Setings... |

(] I Cancel Apply

Screenshot 31 - Monitoring check properties - Actions tab setup

3. Click on the ‘Actions’ tab, enable the ‘Inherit notifications
parameters from the parent folder’ option and click on the ‘Apply’
button to accept this configuration.
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4. Click on the 'OK’ button to close the monitoring check properties
window.

NOTE: It is not possible to inherit the parameters of a single
notification method (i.e. you cannot just inherit email notification
parameters).

Enable, disable or immediately run a check

[ GFI Network Server Monitor 6.0 [_[O]x]
Eile  Tools  Help
e o mm b eo X e
Tool: Explorer 2 | [Monitoring Check Hame Targe! Computer Credertials
e a— .............................................. i s
(=B Monitaring Checks Configuration || S TMJASOR ~ Services Enabled Inherited from parent folder  Inherited from pa
© [ [TMASON o ooy e Semvices Enabled  Inherited fram parent folder  Inheited from pa
F(20 TMIASON(T) B TMIASON Cut .0 attendant service  Services Enabled Inhesited from parent folder — Inherited from pa
""" B Monitoring Checks Status s TMIASON Copy 6.0 engine service Services Enabled Inheited from parent folder — Inherited from pa
=+ Progiam Corfiguration B TMIASOR - |G0atendantservice  Services Disabled  Inherited from parent folder  Inherited hom pa
£ Users and Groups = rmison DO ICMP Ping Enabled  Inesited from parent folder Mot used
; g::; %} THJASOR Bename ICMP Ping Enabled Inherited from parent folder Mot uzed
§- @ ering Optons 2 TMIASON  Properties Services Enabled  Inherited from parent folder  Inheited fiom pa
H Fieneral Optians B TMIAS DN Noron Antius 2008 Generic VB Script Enabled Inherited fram parent folder  Inherited from pa
'8 Toals %} THMJASON - Simple Mail Transfer Protocol [SMTF) Semvices Enabled Inherited fram parent falder  Inherited from pa
5 Gereral !];TMJASDN ~Woild Wide Weh Publishing Service Services | Enabled  Inheiited from parent folder  Inherited from j
1 r
12 Checklz) [ o

Screenshot 32 — Check Status display and relative options.

GFI Network Server Monitor allows you to disable existing monitoring
checks, without the need of deleting them. You can verify if checks are
enabled or disabled by double clicking on the folder containing the
check(s) and watching their status in the right window. The icon on the
left of the check details will define its state:

- Indicates that the monitoring check is active (enabled).

% - Indicates that the monitoring check is not active (disabled).
Disable monitoring checks

Double click on the folder containing the check(s) to be disabled, right
click on the check(s) and select ‘Disable’.

Enable monitoring checks

Double click on the folder containing the check(s) to be enabled, right
click on the check(s) and select ‘Enable’.

Immediately run monitoring checks
To run monitoring checks immediately:

Double click on the folder containing the check(s) to be run, right click
on the check(s) and select ‘Monitor Now'.

Delete monitor checks

Double click on the folder containing the check(s) to be deleted, select
the required checks and press the ‘Delete’ button on the keyboard.

NOTE: Deleted checks cannot be recovered.

Move checks between existing folders

Double click on the folder from where the check(s) will be moved,
select the required checks and drag them to the destination folder.
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Copy checks from/to existing folders
1. Double click on the folder from where the check(s) will be copied.

2. Select the required checks from the events (right) window, right click
on the selection and choose Copy.

3. Go on the destination folder, right click and select ‘Paste’.
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Configuring Monitor Functions

Introduction

As soon as the new check wizard is triggered, you must select the
required monitor function from the extensive list of built-in functions
included in GFI Network Server Monitor. This chapter explains how to
configure each built-in function as well as how to create custom
monitor functions using VB Scripts. GFI Network Server Monitor
groups monitor functions according to their respective role.

Network/Internet Monitor functions

This group contains functions that are used to monitor
Network/Internet protocols and services.

HTTP/HTTPs function

GFI Network Server Monitor can check for the availability of HTTP and
HTTPs sites, through specified ports.

GFI Network Server Monitor can be configured to go through a proxy
server and to pass access credentials when authentication is required.
These credentials can be specified as part of the GFI Network Server
Monitor Proxy Server parameters, which are configured from the
General Options node. For more information on proxy server
parameters, please refer to the ‘Proxy Server settings’ section in the
‘General Options’ chapter.
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Mew Check

HTTP/HTTPs ——
Check the avallability of HTTP and HT TPs sites. @J

LRL: http(z]: 4/ Iwww.gfi.com
[ Use server verfication [https] far thiz site

" Check for availability only
{+ Check that the page
f* containg the following text

" does not contain the fallowing text

|N etwork Server Monital

[ Use hitp web site authentication
MOTE: The credentials to be uzed are specified in the "Logon credentials' tab.

| Use prosy server

@ Usze a URL string like 'domainname. con: 1010 to connect to a port other than
the default port [port S030).
Click here ta load a zample.

¢ Back | Mest > I Cahcel

Screenshot 33 - HTTP/HTTPS function setup

Should the HTTP/HTTPS site require authentication, GFI Network
Server Monitor will pass the username and password specified in the
Logon Credentials of the monitoring check. For more information on
authentication details, please refer to the Logon Credentials section in
the ‘Configuring GFI Network Server Monitor’ chapter.

An HTTP/HTTPs function requires the following parameters:

o URL:http(s):// — Specify the location of the HTTP/HTTPS site in
URL format (i.e. http://server[:port]/path/... format).

e Use server verification (https) for this site — Enable, this flag when
logon credentials are required to access the target site.

e Check for availability only — Enable this option to check ONLY for
the availability of a target site.

e Check availability — Enable this flag to check the availability of a
target site as well as to search its contents for a specific string.

e Contains the following text — Enable this flag and specify the string
to be searched for, in the contents of the target site. If no match is
found, the check will be classified as failed.

e Does not contain the following string — Enable this flag and specify
the string to be searched for, in the contents of the target site. If no
match is found, then the check is classified as successful.

e Use http web site authentication — Enable this flag if the HTTP
target site requires authentication. This option will use the
authentication details specified in the logon credentials of the
check properties.
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e Use proxy server — Enable this flag if the target web site is to be
accessed through the Proxy server.

FTP

GFI Network Server Monitor can check the availability of FTP sites
through specified ports.

Mew Check

FTP e
Check the availability of FTP sites.

URL: ftp:/# |ft|:u.gfi.cu:um

[ Use ETF site authentication

MOTE: The credentials to be uzed are specified in the "Logon credentials” tab.

[ Use proxy server

Uze a URL sting like 'domainname. com:2080' to connect ko a port ather than
the default port [port 21).

Click figrg ta load a sample.

< Back Mest » Cancel

Screenshot 34 - FTP function setup

GFI Network Server Monitor can be configured to go through a proxy
server as well as to pass access credentials to the specified FTP site
should authentication be required.

An FTP monitor function requires the following parameters:

e URL:ftp(s):// — Specify the location of the ftp site in URL format (i.e.
ftp://server[:port]/path/... format).

e Use FTP site authentication — Enable this flag when logon
credentials are required to access the specified FTP site.

o Use Proxy server — Enable this flag if the specified FTP site is to
be accessed through a Proxy server.

IMAP Mail Server availability

GFI Network Server Monitor can check IMAP mail servers by starting a
handshake connection to the remote IMAP port (generally port 143).
By handshaking, GFI Network Server Monitor can verify that the
remote server's IMAP protocol is working well.
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Mew Check

IMAP Mailzerver Lo
Check. IMAP mail servers by establishing a connection on the remate IMAP
port.
Open a connection to the target computer(s] on pork: (143 [uzually port 143)

[~ Send command when connected:

v Response must include the following string [not case sensitive]:

|IMAF’

Timeout: I?EIEIEI millizeconds

@ I the 'Part’ field, enter a valid TCP port number.
The default Timeout' value iz suitable for most connections. Change the
timeout value for servers that have slow responze time.

Click hiere ta load a zample.

¢ Back Mest > Cahcel

Screenshot 35- IMAP server function setup

An IMAP Mail Server check requires the following parameters:

e Connection Port — Specify the TCP port to be used when
connecting to the IMAP mail server (IMAP Default port is 143).

e Send command when connected — Enable this flag to send the
specified command as soon as the connection is established.

e Response must include the following string — Enable this flag and
enter a string in order to check if the response message contains
the specified string.

NOTE: Normally a response from IMAP servers includes: ‘IMAP’ in its
string.

e Timeout — Specify the connection timeout in milliseconds. The
check will fail if a connection is not established before the specified
timeout elapses.

NOTE: Usually, a connection to the server is established within 1
second; however slow/busy servers often need a longer timeout.

NNTP News Server availability

GFI Network Server Monitor can check NNTP news servers by starting
a handshake connection on the remote TCP port (normally port 119).
By handshaking, GFI Network Server Monitor can verify that the
remote server's NNTP protocol is online and functional.
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Mew Check

NMTF Newsserver Lo
Check MMTP news servers by establishing a connection on the remote TCP
port.
Open a connection ko the target computer(z] on port; (119 [uzually port 179)

[~ Send command when connected:

v Response must include the following sting [hot case sensitive]:

|2c|n

Timeout; I?EIEIEI millizeconds

@ In the 'Part' field, enter a valid TCP port number.
The default Timeout' value iz suitable for most connections. Change the
timeout value for servers that have slow rezponze time.

Click here ta load a sample.

¢ Back | Mest » I Cancel

Screenshot 36 - NNTP Server function setup

An NNTP News Server availability function requires the following
parameters:

o Port — Specify the TCP port number to be used when connecting to
NNTP news server. (NNTP Default port is 119).

e Send command when connected — Enable this flag to send a
specified command as soon as the connection is established.

o Response must include the following string — Enable this flag in
order to check if the response message contains a specified string.

NOTE: Normally a response from NNTP servers includes: ‘200’ in its
string.

e Timeout — Specify the number of milliseconds before the function
will timeout. Usually, a connection to the server will be established
within 1 second. However, some slow/busy servers need more
time. Default value is set to 7000 milliseconds.

POP3 Mail Server availability

GFI Network Server Monitor can check POP3 mail servers availability
by establishing a handshake connection on the remote TCP port
(normally port 110).
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Mew Check

POP3 Mailserver Lo
Check POF3 mail servers by establishing a connection on the remote TCP
port.
Open a conhection ta the target computer(s) on port: 110 [uzually port 170)

[~ Send command when connected:

v Response must include the following string [not case sensitive]:

|+IIIK

Timeout: I?EIEIEI millizeconds

@ I the 'Part’ field, enter a valid TCP port number.
The default Timeout' value iz suitable for most connections. Change the
timeout value for servers that have slow responze time.

Click here ta load a sample.

¢ Back | Mest > I Cahcel |

Screenshot 37 - POP3 server function setup

Through handshaking, GFI Network Server Monitor can verify that the
remote server's POP3 protocol is working well.

A POP3 Mail Server monitor function requires the following
parameters:

e Port — Specify the TCP port to be used when connecting to the
POP3 server. (POP3 Default port is 110).

e Send command when connected — Enable this flag to send a
specified command as soon as the connection is established.

e Response must include the following string — Enable this flag in
order to check if the response message contains a specified string.

NOTE: Normally the default response from POP3 servers includes:
‘+OK POP3' in its string.

e Timeout — Specify the number of milliseconds before the function
will timeout. Usually, a connection to the server will be established
within 1 second. However, some slow/busy servers need more
time. Recommended value is 7000 milliseconds.

SMTP Mail Server availability

GFI Network Server Monitor can check SMTP mail server’s availability
by establishing a handshake connection on the remote TCP port
(normally port 25). Through handshaking, GFI Network Server Monitor
can verify that the remote server's SMTP protocol is working well.
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Mew Check

SMTFP Mailzerver Lo
Check, SMTP mail servers by establizhing a connection on the remaote TCP
port.
Open a connection to the target computerz] on part; (25 [uzually port 25]

[~ Send command when connected:

v Response must include the following sting [hot case sensitive]:

|22|J

Timeout; I'I Qaao millizeconds

@ In the 'Part' field, enter a valid TCP port number.
The default Timeout' value iz suitable for most connections. Change the
timeout value for servers that have slow rezponze time.

Click here ta load a sample.

¢ Back | Mest » I Cancel

Screenshot 38 - SMTP server function setup

An SMTP Mail Server check requires the following parameters:

o Port — Specify the TCP port number to be used when connecting to
SMTP servers. (SMTP Default port is 25).

e Send command when connected — Enable this flag to send a
specified command as soon as the connection is established.

e Response must include the following string — Enable this flag in
order to check if the response message contains a specified string.

NOTE: Normally the default response from SMTP servers includes:

‘200’ in its string

e Timeout — Number of milliseconds before the function will timeout.
Usually, a connection to the server will be established within 1

second. However, some slow/busy servers need more time.
Recommended value is 7000 milliseconds.

NTP Time Server availability

Most of organizations use a time server to ensure accurate time
settings. The NTP protocol is the protocol used to synchronize times
between workstations/servers, and external time sources. GFI Network
Server Monitor uses NTP to check the availability of internal and
external time sources.
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HTP Timeserver
Check the availability of MTP time servers.

Screenshot 39- NTP Time server function setup

The NTP function requires NO parameters.

DNS Server

GFI Network Server Monitor can read a specified ‘record’ type on a
DNS server such as an ‘A record’ (address record) and verify if this ‘A
record’ includes the associated IP address.
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Mew Check

DHS Server Lo
Check, DMS Server entriez on a target computer(z].

Check that the DMS Server on the target computer(s] returns the specified walue for the
specified quen.

Type of record: | Address [4 record] =|

Hozt/Diomain Mame to query: |www.gougle.cum

Guery the result for the following:

Query should return: |2|:IE|.2'| R332

@ [uenes are record type bazed, for e.g. an Alias [CHAME] record query will return 0,
1 ar multiple IP addrezsez. v'ou should enter a zingle |P number [format wxp 2] in
the quemny result fiegld. [f thiz P address iz included in the query result, the monitor
function will return TRUE.

¢ Back Mest » Cancel

Screenshot 40 - DNS server function setup

A DNS Server function requires the following parameters:

o Type of record — Specify the record type to be defined by the DNS
Server. This can be an A record or any other record type present in
the drop down list.

o Host/Domain Name to query — Specify the IP address or hostname
of the DNS server that you want to check.

o Query should return — Specify the expected result string i.e. the
string which should match the resolved result (e.g. If an A record
type was selected, the check is successful if the resolved result
matches the specified IP address in the ‘Query should return’
parameter).

NOTE: A DNS query can return more than one IP address.

ICMP/Ping

The ICMP Ping function checks the availability of a remote host by
sending ICMP Echo commands and waiting for the response from the
host.

NOTE: Although local hosts should normally respond to ping requests
within milliseconds, an ICMP timeout failure doesn't necessarily mean
that the remote host is actually functioning beyond its ability to echo
packets.
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ICHMP Ping ——
Check. availability of atarget computer(s). @J

Fing the target machine and process the results returned.

Make sure vou Im vl ping the target computers],

Trigger if the returned values do not fit the following parameters:

Timeout [mzec) for each reply: ISDDD

Humber of echo requests to send: |4

@ The Timeout' figld can be uzed to monitor the responze ime of a computer.

Click here toload a zample.

¢ Back | Mest > I Cahcel

Screenshot 41 - ICMP/Ping function setup

The ICMP/Ping function requires the following parameters:

e Make sure you.....ping the target computer — Select ‘Can’ to
specify that the check is successful if the server replies to the ping.
Select ‘Cannot’ to specify that the check fails if the server replies to
the ping.

e Hostname or IP address — Specify the DNS name or IP address of
the computer you want to ping (can even be a WINS name, but
only if the name can be resolved by some WINS server on the
network).

e Timeout (m.sec) for each reply — Specify the maximum number of
milliseconds delayed before an error response is triggered.

NOTE: On a congested network, echo response packets may take
longer than 3 seconds to arrive. Adjust the timeout value according to
the traffic present on your network, in order to avoid false alarms.

e Number of Echo requests to send — Specify the number of
consecutive pings to be sent on execution of this check.

Generic TCP/IP check

GFI Network Server Monitor can check local or remote server
connections by challenging a specific port. The challenge will involve
connecting to the target machine, sending it a sequence of bytes and
analyzing the information received.
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TCPAP —
Check local or remote servers by challenging a specific port.

Open a connection ko the target computer(z] on port:; IBD

[~ Send command when connected:

[ Response must include the following sting [not case sensitivel:

Timeout; I?EIEIEI millizeconds

@ In the 'Part' field, enter a valid TCP port number.
The default Timeout' value iz suitable for most connections. Change the
timeout value for servers that have slow rezponze time.

Click here ta load a sample.

¢ Back | Mest » I Cancel

Screenshot 42 - TCP/IP monitor function setup

A TCP/IP check requires the following parameters:

o Port — Specify the TCP port number of the protocol to be checked,
by default port 80.

e Send command when connected — Enable this flag to send the
specified command as soon as the connection is established.

e Response must include the following string — Enable this flag in
order to check if the response message contains the specified
string.

e Timeout — Number of milliseconds before the function will timeout.
Usually, a connection to the server will be established within 1
second. However, some slow/busy servers need more time.
Recommended value is 7000 milliseconds.

SNMP Monitoring Checks

Generic SNMP function

GFl Network Server Monitor can check local or remote server
connections by challenging a specific port. GFI Network Server
Monitor carries out this function by connecting to the target machine,
send it a sequence of bytes and analyze the response received.
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SHMP ——
The SHMP GET meszage allows an information reguest about a specific @J

vanahble on a remote computer ar device.

Connect to the SMMP agent on the target computer(s) using the following parameters:

LCommunity String: ||:uub|iu:
‘when connected perform the following queny:

0ID [Objest D}~ [1.361.21.150

0ID Drata must be: IEquaI Ta j Inetl:nicns name of local maching [which the

The QIO field can be indicated by either a fiendly name [like: zpstem.eyzM ame. 0]
or by physzical name (like: 1.3.6.1.21.1.5.00r .1.26.1.2.1.1.5.0).

Click $igrE to load a sample.

¢ Back | Mest > | Cahcel

Screenshot 43 - SNMP function setup

The SNMP (Simple Network Management Protocol) GET message
allows the Network Monitor Engine to request information about a
specific variable on a remote computer or device. Upon receiving a
GET message, the agent will issue GFI Network Server Monitor
Engine a GET-RESPONSE message containing either the information
requested or an error indicating why the request cannot be processed.

An SNMP function requires the following parameters:

e Community String — Specify the SNMP community string to be
used, by default: ‘public’.

e OID (Object ID) — Specify the Object ID. This is a unique
identification tag, which could be either an alphanumeric name or
the physical name (long numeric tag), used to distinguish each
variable in SNMP messages.

e OID Data type — Select the data type to be used from the available
dropdown list. The following are valid/supported data types: Bit
Stream, Counter, Integer, IP address, Object Identifier, Opaque
String, String, Time Marks and Unsigned Integer.

e OID Data must be — Specify an OID data value and select the
operand to be used to compare the actual SNMP value against the
‘|OD Data Value’ specified. Supported operands include Equal To,
Not Equal To, Less Than, Less or Equal To, Greater Than, Greater
or Equal To.
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Windows OS Generic Checks

Generic VB Script

The VBscript function allows you to create custom checks using
VBscripts. For more information about writing scripts, please refer to
the ‘Writing your own monitoring functions’ chapter.

Mew Check
YBS5cript Lo
IJze wour cwn function in WBzcript as a monitanng check.
Scrpt location: IE:'\F’rogram Files\GFI\Metwork Server Monitor B.05Scnpt | L. |

YB Function to execute: |GetE|:uuLlsage

YB Function parameters [Double click on the parameter line to specify a value for i)

Farameter | Walue | Drescription | -
€31 %CHECK_TAR... | Paszon Target Computer Wame

] "CPUO" FPazs on CPU number
.m Uzage Threshold value

€4

€35 =
6 =

Edit zonpt... |

‘ @ IMPORTAMNT: String parameter values must be enclozed into double quates [M].

< Back | MHest = I Cancel

Screenshot 44 - VBscript function setup

A VBScript function requires the following parameters:

e Script location — Specify the path to the required VBScript file. The
script should contain the function specified in the Function name
field and should return True (-1) in case of success, or False (0) in
case of an error.

o Function name — Specify the function that GFI Network Server
Monitor service will be calling from the specified script file.

e VB Function Parameters — Double click on the line where the
additional parameter values required by this function will be
specified.

NOTE: Parameters will be passed to the function according to their

position in the list, starting from 1.
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Edit Parameter Ed |

Parameter value: | %CHECK_TARGET |L|

Parameter dezcription: IF'ass on Target Computer Mame

@ String parameter values must be enclozed into double quates ['].

k. I Cancel

Screenshot 45 - Add Parameters window

e Specify the parameter value and description. Parameter values
can be extracted from variables (e.g. %USERNAME%) upon
execution of the function or directly specified as a string (e.g.
“JasonM”). Click on the ‘OK’' button to accept the specified
parameter.

NOTE: Enclose string parameter values within quotes (e.g. “CPUQ").

NOTE: You can make changes to the selected script by clicking on the
‘Edit script ...” button.

OS Object Performance Counter

The OS Object Performance Counter establishes the performance of
an operating system object available on the target computer by
checking its properties.

Mew Check

05 Object Performance Counter Lo
Checks properties related to an operating system object on the target

computerz) to determine the performance of an application.

Ferformance object: I.NET CLR Memory |

Ferformance counter; |1¢ Bytes in all Heaps

Ihstance name: |_GI|:ubaI_

Yalue must be: IGreater Than j I'I 0o

< Back | Meut = I Cancel

Screenshot 46 - OS Object Performance Counter function setup

The parameters required for this function are:
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e Performance Object — Click on the _-| button to display the list of
available objects.

Performance Counter Selection |

Show Performance counters applicable to

{+ the local computer

" another computer: I j Befrezh Counters |
Performance object: I_NET CLR Memarny j
Perfarmance counter: Perfarmance instance:

_Glabal_

# GC Handles NSk Attendants

# Gen 0 Collections hamcomB

# Gen 1 Collections M SMEnginet

# Gen 2 Collections namuiG

# Induced GC MSMwebzrvg

# of Pinned Objects

# of Sink Blocks in uze ;I

Selected Performance Counter D escription;

Thiz counter iz the sum of four other counters; Gen 0 Heap Size; Gen 1
Heap Size: Gen £ Heap Size and the Large Object Heap Size. This counker
indicates the curent memorny allocated in bytez on the GC Heaps.

k. I Cancel

Screenshot 47 - Performance Counter - Object Selection Window

1. Specify the target machine containing the object/performance
counters that need to be shown.

e Select ‘this computer’ to use the performance counters available
on the target computer.

e Select ‘another computer’ and specify the computer name to use
performance counters available on another computer.

2. Select from the available dropdown list, the Object to be checked.
(e.g. Select ‘Memory’ to check the memory performance of the
specified computer).

3. Select the Performance Counter to be used. (e.g. Available bytes —
should determine the amount of physical memory in bytes available for
system use / process allocation).

e Value must be — Select the operand that will be used for
comparing the Performance Counter value to the comparison
value specified.

e Comparison Value — Specify the value with which the performance
counter value will be compared.

Command Line executable output

This function checks the text output of a command line tool /
application in order to determine if it is functioning correctly.
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Command Line Executable Output Lo
Checks the text output of a command line tool to determine proper

functioning of the target computer(z].

Bun the file at location: Iping |

with the following parameters: Iwww.gfi. com

The check will succeed if the command line output of the above executable
{* containg the sting specified below:

" does not contain the sting specifisd below:

Reply

| (4) Click HEE to load a sample.

¢ Back Mest > Cahcel

Screenshot 48 - Command Line Output function setup

The parameters required for this function are:

e Run the file at location — Specify the complete path to the
command line tool file which must be executed
(e.g.C:\\WINDOWS\PING.exe).

e With the following parameters — Specify additional parameters
required by the specified tool. (e.g. the IP address / name of host
to which the ping will be sent).

e Contains the following text — Enable this flag and specify the string
to be searched in the command line output. If a matching string is
found, the check will be classified as successful.

e Does not contain the following string — Enable this flag and specify
the string to be searched for, in the command line output. In this
case, if no matching string is found the check is classified as
successful.

Process Properties (Memory/CPU/Handles etc..)

This function checks for properties related to a process running on
specified target computers. Such checks include % processor usage,
% user time consumed, % privileged time consumed, number of
handles, number of threads, physical memory and virtual memory in
use by application.
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Checks properties related to a running process on the target computer(z).

Process Properties [Memory/CPU/Handles etc ) ﬁ o

Check that the | % processor time j uzed by the process Ie;-:plu:urer

iz gmaller than j |2EI

MOTE: When zpecifying the procesz to monitor DO MOT include the process
extenszion, e.g. instead of “explorer exe’’ enter "explorer’’.

¢ Back | Mest » Cancel

Screenshot 49 - Process Properties function setup

The parameters required for this function include:

e Check that the.... — Select the system resource that will be
checked from the dropdown list.

e Used by the process — Specify the name of the process to be
checked.

e Operand — Select the operand and specify the value to be
compared with the result.

Windows Operating System Checks

Event Log

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored. The monitor function will create a VBscript,
which uses WMI, with the parameters you specify in the monitor
function setup screen. WMI is only available on Windows 2000 and
higher computers, so this monitor function can only be used if both the
GFI Network Server Monitor machine and the machine to be
monitored are running Windows 2000 or higher.

GFI Network Server Monitor can read Windows Event logs on local or
remote computers and can search their contents for specific Event
Sources, Categories, Event ID's, etc..
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EventLog Lo
Check. i a zpecified Windows event was generated on a target computer(z).
Euemy the following event log;  |Application j
Thiz check will fall when an event with the below properties Iig found j
Event [D: |
Ewvent bype: [ Informaticn v Warning |w Errar
[ Success audit |v Failure audit

Event zounce: |
Event categon: I"
Uzer I"
| Description containg shing: I
| Check only events which happened in the last IED minLtes.

r'ou can specity geveral event |0z separated by comas [e.g. 576.640).

Llze the ™ character to match any criteria. Click heré to load a sample.

< Back | Meut > Cancel

Screenshot 50 - Event log monitor function setup

It can also look for specific patterns in the description of an event as
well as notify the system administrator if one of the events occurred
within a specific period of time (e.g. You can check if a message from
your antivirus software has been posted in the Application Event Log
during the last 30 minutes. An Event Log function requires the
following parameters:

¢ Query the following event Log — Select the log File to be checked,
from the dropdown list. Available logs include ‘Application’,
‘Security’, ‘System’, or server-related log (like DNS, Exchange,

etc).

e This check will fail when ... — Specify whether this check will fail
when an event having the specified properties is found or vice
versa.

e Event ID — Specify an event ID. GFI Network Server Monitor will
filter events that match the specified ID (i.e. filter events by ID).

e Event Type — Enable the event types that will be filtered and
checked from the event logs (i.e. filter events by type e.g. enable
‘Warning’ to check and filter warning logs only).

e Event Source — Specify event sources that must be filtered from
the logs (i.e. filter events by source).

e Event Category — Specify event categories that must be filtered
from the log (i.e. filter events by category).

e User — Specify the name of the user whose events are to be
filtered (i.e. filter events by user).
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e Description contains string — Specify the string to search for, in the
file contents (i.e. filter event by content string).

o Check only events which happened in the last x minutes — Specify
this value to filter events occurring during the specified period of
time (i.e. filter events by time of occurrence).

NOTE: Use (*) wildcard to indicate all/any criteria.

File Existence

GFI Network Server Monitor can check for the existence of a particular
file on a target computer as well as search its contents for particular
strings. This is particularly convenient when checking for results of
scheduled batch jobs and other logging information.

Mew Check

File Existence o
Check that the file exiztz, and optionally check if it containz a particular text,

Check that the file (UMC path)
|ZNSMINSTALLDIHZ\Drder.th |

{ does nat exist,
{+ exists,

[+ File must contain the fallowing sting [not case sensitive):

sy, gfi, com

'ou can uze the %check_target tag in the file path.
Click fieré to load a zample.

< Back | Mest = Cancel

Screenshot 51 - File existence function setup

A File Existence function requires the following parameters:

e File (UNC Path) — Specify the path to the file which is to be
checked in UNC format (e.g. \\server\share\today_job_results.txt).

o Does not exist — Enable this option to check if the file exists. In this
case, the check fails if the specified file is found.

e Exists - Enable this option to check if the file exists. In this case,
the check succeeds if the specified file is found.

e File must contain ...string — Enable this flag and specify the string
to be searched for in the existing file contents. In this case the
check will succeed only if the file exists and the specified string is
present in the file contents.
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Disk Space

GFI Network Server Monitor can check for free disk space on local and
remote computers. Notifications can be sent whenever hard disk
space falls below a specified value in order for you to take proactive
actions before running out of disk space.

Mew Check

Disk Space o
Check. for free disk space on a target computer(z].

Check that the Drive IC; vl on the target computer(z]

" does not use mare than the following hard disk space:

+ hasz at least the following free hard disk space:

1024 | MB =

| @ Click here to load a sample.

¢ Back |

Cancel |

Screenshot 52 - Disk space function setup

A Disk Space function requires the following parameters:
e Check that the Drive... — Select the disk drive to be checked.

e Does not use more than the following hard disk space — Enable
this option and specify the maximum disk space that can be used.
The monitoring check will fail if the specified disk limit is exceeded.

¢ Has at least the following free hard disk space — Enable this option
and specify the minimum amount of free disk space required on
the target machine. The monitoring check will fail when disk space
is below the specified (minimum) value.

Services

GFI Network Server Monitor can monitor services on local and remote
computers by checking if their status equals to "Running".
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Services Lo
Check, if zervices are minning on a target computer(s).

Check that zervice

o

on of the zervice. Digplayed in the "Service Mame" field located in
the General tab of the zervice properties. |

" with digplay narme
[Mzplayed in the "Dizplay Mame' field lozated in the General tab of the service
properties. |

Mame: Iinitsewice

State: IlS Funning j

To access service properties © Start » Settings > Contral Panel > Administrative
Toolz > Services. Double click an the service you want to monitar,

Click here toload a sample

¢ Back | Mest » I Cancel

Screenshot 53 - Services function setup

A Service monitor function requires the following parameters:

¢ With internal name — Enable this option to check for services
having an internal identification / name identical to the string
specified in the NAME field. The Internal identification is the
‘Service Name’ displayed in the General window of the service
properties.

e With display name — Enable this option to check for services
having a display hame identical to the string specified in the NAME
field. The display name can be seen in the General window of the
service properties.

NOTE: To view the internal and display hame of a service:
1. Go on Start > Programs > Administrative Tools > Services.

2. Double click on the service to open properties window. The Service
and Display nhames are shown in the general window.

DNS Server Properties (Local Computer) EHE |

General |L|:ug I:Inl Fiecwer_l,ll Dependenciesl

Semvice name: DMS

Dizplay name: m

Enables DMS clients o rezolve DMNS names by ﬂ
anawering DMNS queries and dunamic DHS update lI

Dezcription:;

Screenshot 54 — DNS Server Service and display name
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CPU Usage

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored. The monitor function will create a VBscript
which uses WMI with the parameters you specify in the monitor
function setup screen. WMI is only available on Windows 2000 and
higher computers, therefore this monitor function can only be used if
both the GFI Network Server Monitor machine and the machine to be
monitored are running Windows 2000 or higher.

GFI Network Server Monitor can check the processor usage status on
Windows based target computers. You can setup notifications and
trigger other actions (e.g. run an external file) whenever the load of a
specific processor exceeds the maximum usage allowed.

Mew Check

CPU Usage —
Check. global CPU uzage on a target computer(z]. @J

b amimum global CPU uzage allowed: IEEI i

Processor: |CPUD j

Requires \WhI an the monitoring and target computer(s].
Click here toload a sample

< Back | Mext » I Cancel

Screenshot 55 - CPU usage function setup

A CPU Usage function requires the following parameters:

¢ Maximum global CPU usage allowed — Specify the (maximum) %
CPU usage allowed on the target machine.

e Processor — Specify which CPU will be checked. CPUOQ is the
default value for computers having one processor.

Directory / Folder Size

GFI Network Server Monitor can check the disk space used by a
directory / folder on target computers. You can use this function to
implement a disk control / quota system, which notifies you when a
specific folder exceeds the maximum size specified.
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Mew Check

Folder Size Lo
Check, dizk space used by a folder on a target computer(s).

Check that the size of the folder [including subfolders):

|C:'\Windu:uws _I

does not exceed the following size:

1024 KE =

@ You can use the Zcheck_target™ tag in the folder path.
Uze thiz function ta implement an effective, but low cost quata system.
Click Fere to load a sample

¢ Back Mest » Cancel

Screenshot 56 - Directory Size function setup

The Directory Size function requires the following parameters:

e Directory Name — Specify the path to the folder/directory in UNC
format (e.g. \\serverO1\public\docs) which needs to be monitored.

e Directory size limit — Specify the maximum size in KB, MB or GB
allowed for this directory.

File Size

GFI Network Server Monitor can check for the size of particular files on
local and remote computers. You can use this function to monitor the
size of files (e.g. outlook .pst files) and generate notifications whenever
these files reach or exceed the specified size.
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File Size Lo
Check the zize of a file on a target computer(z).

LCheck that the size of the file:
|I:: Wefindows\notepad. exe _I

does not exceed the following size:

|1024 KB =l

@ “You can uze the Echeck_target® tag in the file path.

¢ Back Mest > Cahcel

Screenshot 57 - File size function setup

The file size function requires the following parameters:

e File name — Specify the path to the file in UNC format (e.g.
\\serverO1\public\docs.txt) which needs to be monitored.

o File size limit — Specify the maximum size in KB, MB or GB
allowed for this file.

LDAP query

NOTE: This function requires WMI to be installed on the computer
running GFI Network Server Monitor as well as on the computer being
monitored.

GFI Network server monitor can verify if LDAP Services are available
on target computers by querying the rootDSE for the relative
information.
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Mew Check

LDAP Query —
Check, the statuz of the LDAP services on a target computer(z). @J

Thiz check is uged to monitor the status of the LDAP services offered by the target
computer(z).

MOTE: Thiz check does not take any parameters.

It will automatically connect to the target computer(z) and check for the availability of the
LDAP querving services by creating an actual query object for the rootDSE of pour
directomn service.

More [nformation:

RootDSE is defined as the root of the directory data tree on a directary server. The
purpose of the rootDSE iz to provide data about the directary server including itz
capabilitiez and configuration.

WARMIMG: This check is bazed on a script which requires ' to be installed
on bath this computer and the target computer.

< Back | Cancel |

Screenshot 58 - LDAP Query function setup

No Setup parameters are required for this check.

Physical disk conditions check

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored.

GFI Network server monitor can check the physical condition of the
disk drives mounted on computers running windows operating
systems.
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Physical Disk Conditions checks Lo
Check. the phpsical health of the dizk drives on the target machine(z) running @J

Windows.

Thiz check does not take any parameterz. [t will check the phwsical health of the disk
drives on the target computer(s] winning Windows,

@ WiBRMIMG: This check iz bazed on & zcnpt which requires ‘w4l to be installed on
both thiz computer and the target computer.

< Back |

Cahcel |

Screenshot 59 - Physical Disk function setup
No parameters are required for this function.

Printer availability

NOTE: This function requires WMI to be installed on the computer
running GFIl Network Server Monitor as well as on the computer being
monitored.

GFI Network Server Monitor monitors the availability of network
printers by checking their status definition. Supported status definitions
include 'Running’, 'In Test', 'Power Off', 'Offline’, and 'Power Save'. If
the Printer Status is not equal to ‘Running’ or ‘Power Save’, then GFI
Network Server Monitor will consider this printer as being down. You
can configure this function to send notifications to the recipients
concerned, whenever a printer is down.

NOTE: To run this check, you must configure the printers to be
monitored as network printers on the target machine.
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Printer Availahility Lo
Check, the statuz of a printer connected to a target computer(s).

Frinter Dizplay Mame az displayed on the target computer(s) (ho DHC);
HF_BLonT M|

@ I the 'Frinter Display name' fizld, uze the printer display name as defined on the
remote computer(s]. for instance: HP Laserlet BL.
WARMIMG: This check iz bazed on a script which requires ‘I to be installed on
bath this computer and the target computer.

¢ Back | Mest » I Cancel

Screenshot 60 - Printer availability function setup

The Printer Availability rule requires the following parameter:

e Printer name — Specify the name of the network printer to be
monitored.

NOTE: Specify the same printer name used on the network (e.g.
HP4P_onJMPC).

Process Running

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored. The monitor function will create a VBscript
which uses WMI with the parameters you specify in the monitor
function setup screen. WMI is only available on Windows 2000 and
higher computers, therefore this monitor function can only be used if
both the GFI Network Server Monitor machine and the machine to be
monitored are running Windows 2000 or higher.

GFI Network Server Monitor can check for processes running on local
and/or remote computers. If a process is active, then the target
computer is considered to be available.
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Mew Check

Procezs Hunning Lo
Check that a process iz running on a target computer(s].

LCheck that the following process iz minning:

|e>-:|:u|u:urer.e:-:e

[include process extenzion e.q. explorer. exe)

@ WARMIMG: This check iz bazed on a script which requires I ta be installed on
bath this computer and the target computer.
Click here to load a sample.

¢ Back | Mest > I Cahcel

Screenshot 61 - Check Process function setup

A Process monitor rule requires the following parameter:

e Process — Specify the module name of the process which needs to
be monitored. For instance: alerter.exe, or explorer.exe.

Users and Group membership

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored. The monitor function will create a VBscript
which uses WMI with the parameters you specify in the monitor
function setup screen. WMI is only available on Windows 2000 and
higher computers, therefore this monitor function can only be used if
both the GFI Network Server Monitor machine and the machine to be
monitored are running Windows 2000 or higher.

GFI Network Server Monitor checks groups and group memberships
for unexpected/unauthorised members which could make your system
vulnerable to attacks (e.g. intruders in the Domain Admins group).
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Mew Check

Uszers and Groups Membership Lo
Check, group membership on a target computer(z).

Specify the authorized members of a group:

Diomain: |GFIMALTA
Group: IDDmain Admiriztrator
Allowed members Jazantd, Mick 3 Andreh

[zeparated by commas];

@ Only the names in the ‘Allowed members' lizt are supposed to be members of the
group. IF other uzers are found in the group, the check will fail.

Uze thiz check ta be alerted if pour nebwork waz compromized and an
intruder adds himzelf to an administrative group.

WARMIMG: This check iz bazed on a script which requires W1 and ADSI [Active
Directory Service Interface] on both this computer and the target computer(z).

¢ Back | Mest » I Cancel

Screenshot 62 - User/Group membership function setup

The User and Groups membership function requires the following
parameters:

e Domain — Specify the name of the domain in which the group is
present. (e.g. GFIMALTA).

e Group — Specify the name of the group to be checked (e.g.
Domain Admins group)

o Allowed members — Specify the name of the members that are
allowed in this group. Separate each member by commas (e.qg.
JasonM, NickG, AndreM)

Windows Applications Checks

Generic ISA Server Check

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored. The monitor function will create a VBscript
which uses WMI with the parameters you specify in the monitor
function setup screen. WMI is only available on Windows 2000 and
higher computers, therefore this monitor function can only be used if
both the GFI Network Server Monitor machine and the machine to be
monitored are running Windows 2000 or higher.

GFI Network Server Monitor can monitor the status of ISA Services on
target computers.
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Mew Check

ISA Server Lo
tanitors the status of the 1S4 server services.

Thiz check iz uzed to monitar the status of the 154 Server zervices on the target
computerz).

Specify the wersion of the 154 Server installed on the target computer(s]:
{+ 2000
2004

Specify the operational mode of the 154 Server installed on the target computerz):
" Integrated / Firewall
{+ Cache

@ If the 1S4 Server mode is 2et to Cache, the Firewall service will not be monitored.

WERMING: This check iz bazed on a script which requires Wil to be inztalled on
both thiz computer and the target computer.

< Back | P

Cahcel |

Screenshot 63 - ISA Server function setup

The parameters required are:
1. Specify the ISA Server version installed on the target computer.

e 2000 — Enable this option, if your target computer has ISA server
2000 installed.

e 2004 — Enable this option, if your target computer has ISA server
2004 installed.

2. Enable ‘Integrated / Firewall’ or ‘Cache’ option to specify the
operation mode of the ISA Server installed on the target computer.

NOTE: If the ISA Server operation mode is set to Cache, the Firewall
services will not be monitored during this check.

Generic Exchange Server Check

NOTE: This monitor function requires WMI to be installed on the
computer running GFI Network Server Monitor as well as on the
computer being monitored. The monitor function will create a VBscript
which uses WMI with the parameters you specify in the monitor
function setup screen.

GFl Network Server Monitor can monitor the status of Exchange
services and performance counters running on a target computer.
Supported performance counters include: Information Store
performance counters, Mailboxes performance counters, Public folders
performance counters, and SMTP service performance counters.
Notifications and actions can be triggered whenever the performance
of Exchange services runs low.
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Mew Check

Exchange Server Lo
Check, the status of the Exchange services, and the most important

perfarmance counters.

Thiz check is uged to monitor the status of the Exchange services and related
impartant performance counter on the target computer(s).

Specify which Microzoft exchange zerver verzion iz ingtalled on the target computer(z):
{" Exchangs 2000
{+ Exchangs 2003

WARMIMG: This check is bazed on a script which requires ' to be installed
on bath this computer and the target computer.

< Back |

Screenshot 64 - Exchange server function setup

Cancel |

The Exchange server check requires the following parameters:

1. Specify the MS Exchange Server version installed on the target

computer(s):

o Exchange 2000 — Enable this option if the target computer is
running Exchange server 2000.

e Exchange 2003 — Enable this option if the target computer is
running Exchange server 2003.

Generic MS SQL / ADO Check

GFI Network Server Monitor uses ADO (ActiveX Data Object) to check
for the availability of Microsoft SQL databases. It provides a DSN-less
connection to a variety of databases, like MS SQL and MS Access.
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Mew Check

M5 SAL FADO o
Uzesz ADO ta check availability of Microzaft SOL databaszes. @J

LConnect to the target M5 SOLAADO Databaze uzing the following Connection Sting:

Provider=SOLOLEDE. 1 ;Persizt Security Info=F alze User ID=za;Initial
Catalog=databazel ;D ata Source=sglzemer

When the connechion iz establizhed perform the following querny:

zelect * from tablel

The check requires the query to be successtully executed for it to succesd.
Click hieré ta load a sample.

¢ Back Mest > Cahcel

Screenshot 65 - MS SQL/ADO function setup

An MS SQL / ADO function requires the following parameters:

e ADO Connection String — Specify the ADO connection string which
will be used to connect to the SQL Server/Data source.

e Query — Specify the SQL Query which will be triggered when
connection is established.

NOTE: For more information on SQL/ADO connections strings, please
visit http://www.connectionstrings.com

Windows OS Databases Checks

Generic — ODBC

GFI Network Server Monitor makes use of ODBC to check for the
availability of a variety of databases. Major database systems that
support ODBC include: Microsoft SQL Server, Microsoft Access,
Microsoft Excel, Oracle, FoxPro, Paradox, SyBase, Informix,
Openingres, InterBase, Progress, IBM LANDP, DB2 and AS/400.

NOTE: To monitor a database via ODBC, you must first setup a
System DSN entry to the database you wish to monitor on the server
running GFI Network Server Monitor.
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&1 0DBC Data Source Administrator EHE3 |
Usger DSH ~ System DSN I File DSH I Driversl Trau:ingl Connechian F'u:u:ulingl About I

Syztemn D ata Sources:

M ame | Ciriveer | Add.. |
CROR&Y3E CR OracleS +3.6

CRSS SOL Server Remove |
CR=MLY3E CR =ML v3.6

Rk  Microsoft Access Dover [*.mdb] Canfigure. .. |

An ODBC Syzatern data zource stares information about bhow to connect ko
the indizated data provider. & Syztem data source iz vizsible to all users
on thig machine, including NT services,

k. I Cancel Sl Help

Screenshot 66 - ODBC administrator with sample database configured

A system DSN entry is setup as follows

1. Go to Administrative tools > Data Sources (ODBC) to launch the
ODBC administrator.

2. Click on the ‘System DSN’ tab and click on the ‘Add’ button.

NOTE: It is important that you select ‘System DSN’ and not ‘User DSN’
otherwise the service will not have access to the data

source/database.
0ODBC Microsoft Access Setup ﬂ E |
Data Source Mame: (R0 T ] I
Description; Itest databaze
Cancel |
— Databaze
Databaze: T AServerhSamplez\Horthwind. mdb Help |
Select... | Create... | Reparr... Campact... |
Advanced... |

— System Database

e Mane
" Databaze:

Sugten [Matabhase),.

Optionig:»

Screenshot 67 - ODBC setup with sample database
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3. Select a database driver suitable for the database you wish to
monitor (e.g. for an MS Access database choose Microsoft Access
Driver (*.mdb)).

4. In the ODBC setup dialog, specify a data source name (e.g.
MY_Dbase) and select the database you wish to monitor. In this
example we have used the ‘Northwind’ database. Click on the ‘OK’
button to add the data source.

Mew Check

ODEC Lo
lze ODBC ta check far avalahility of a databasze. @J

Thiz check trez to make a connection to a database configured az a Data source
in the ODBC Data Source Administrator on the lozal computer.

ODEC DSM name:  |testodbc

@ The target computer field for thiz check iz not utlized. The check iz performed
on the zerver nning M5k,

The check will query the DSH entries an the local maching. DSMs can then
point o any remote databaze az well az contain login and pazsword
credentialz inzide the DSM itzelf. Login and passwaord figlds are ophional

ODBC Data Source Administrator can be accessed from Start > Settings >
Control Panel > Administrative Toolz > Data Sources [ODBC)

< Back Meut = Cancel

Screenshot 68 - Generic ODBC properties

The ODBC check requires the following parameter:

e ODBC DSN name - Specify the ODBC data source name (e.g.
Northwind).

Oracle

NOTE: This check requires the installation of SQL*Net (included with
Oracle) on the GFI Network Server Monitor machine.

GFI Network Server Monitor uses SQL*Net to monitor Oracle servers
for availability. The role of SQL*Net is to establish and maintain a
connection between the client application and the server and
exchange messages between them.

SQL*Net is a software layer that is required to communicate between
Oracle clients and servers. It provides both client-server and server-
server communications across any network. It also enables client tools
to access, modify, share, and store data on Oracle servers over a
Network.
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Mew Check

Oracle Lo
Check, Oracle servers for availsbility. Bequires the installation of SEL™Met
(Included with Oracle).

Connect to the Oracle server on the target computer and perform the following operation:

iz

{" Logan ba the database

MOTE: The credentials to be uzed are specified in the "Logon credentials" tab.

Thiz rule requires SOLMet on the monitoring server. SCLMet must be properly
configured [THSMames ora and =0 an).

¢ Back | Mest » I Cancel

Screenshot 69 - Oracle server function setup

The communication between client applications and servers takes
place across one or more networks, and is referred to as client/server
communication.

GFI Network Server Monitor has two SQL*Net based checks for
Oracle. Specify the one required:

e TNSPing check.

e Logon to a database — This function will use the authentication
details (username and password) specified in the Logon
Credentials the monitoring check to logon to a database.

Terminal Services Port Check

GFI Network Server Monitor can check if Local or Remote servers
have their terminal services port enabled. This is done by establishing
a handshake connection on the remote TCP port (by default port 3389)
of the target computer
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Mew Check

Terminal Services: Port Check Lo
Check. if the lozal or remote servers have the terminal services port opened.

Open a connection to the target computer(s) on port; | 3389 [uzually port 3389)

[~ Send command when connected:

|~ Response must include the following string [not case sensitive]:

Timeout: I?EIEIEI millizeconds

@ I the 'Part’ field, enter a valid TCP port number.
The default Timeout' value iz suitable for most connections. Change the
timeout value for servers that have slow responze time.

Click here ta load a sample.

¢ Back | Mest > I Cahcel

Screenshot 70 — Terminal Services: Port Check function setup

A Terminal Services rule requires the following parameters:

e Port — Specify the TCP port number which will be used for
communicating with a target computer. The default TCP port is
3389.

¢ Send command when connected — Enable this option to send the
specified command as soon as connection is established.

e Response must include the following string — Enable this option
and specify the string which must be present in the response. The
default response for SMTP servers generally includes: ‘200'.

e Timeout — Specify the number of milliseconds before the function
times out. Usually, a connection to the server is established within
1 second. However, some slow/busy servers need more time.
Recommended value is 7000 milliseconds.

Terminal Services Physical Logon Check

GFI Network Server Monitor can check for the availability of Terminal
Services by simulating a remote user session on the terminal server of
the target computer.
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Mew Check

Terminal 5ervices : Physical Logon Check Lo
Checks the availlability of Terminal Services by creating a user zesszion on the

terminal server on the target computer(s).

BLP file: Ic:\winduwskdefault.rdp |

Timeout; |3D reconds

¢ Back | Mest » I Cancel

Screenshot 71 — Terminal Services: Physical Logon function setup

The parameters required by this function are:

o RDP File — Specify path were the Remote Desktop Protocol (RDP)
file is located (e.g.: C:\Documents and Settings\<relative user
folder>\Recent\default.rdp).

NOTE: This file is generated by the Remote Desktop connection client
whenever a remote session is established (e.g.: Default.rdp). This
RDP file contains properties and parameters relative to the remote
connection session made including authentication details and display
settings which are used during each remote session.

¢ Timeout — Specify the number of milliseconds before the function
times out. Usually, a connection to the server is established within
1 second. However, some slow/busy servers need more time.
Recommended value is 7000 milliseconds

Linux / Unix OS Generic Checks

Generic Secure Shell (SSH) Check

The SSH Check function allows you to create custom monitor
functions which can be remotely executed on Unix/Linux based
computers through the Secure Shell (SSH) service running on that
computer. Secure Shell, sometimes known as Secure Socket Shell, is
a Unix-based command interface and protocol for securely getting
access to a remote computer.
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Mew Check

Genernc Secure Shell[55H) Check Lo
Usze your own SSH zorpt as a monitaning check. @J
Script file: IC:'\Pngram Files\GFI\MNetwork Server Monitor B.05Scriptshcpu_lo || L. |
Argumentz:

Argument | Walue | Description |
€1 ECHECK_TAR... | Pazz on Target Computer Mame

] CPUQ Pazz on CPU Mumber
ww CPU uzage threshold walue

o

5

Edit script... |

¢ Back | Mest > I Cahcel

Screenshot 72 - SSH function setup

A SSH function requires the following parameters:

e Script file — Specify the path to the SSH script file which will be
used.

e Private key file — Specify the path to the private key file which the
SSH module requires for authentication.

NOTE: If left empty, GFI Network Server Monitor will make use of the
logon credentials specified for the relative monitoring rule. For more
information on logon details, please refer to the ‘logon credentials’
section in the ‘Configuring GFI Network Server Monitor’ chapter.

e Arguments — Specify additional parameters required by this
function. Double click on the line where the additional parameter
values are to be specified.

Edit Parameter E3 |

Parameter value: |%CHECK_TARGETX |L|

Parameter description: IF'ass on Target Computer Mame

@ String parameter values must be enclozed into double quates [,

(] I Cancel

Screenshot 73 - Add Parameters window

Specify the required parameter value and description. Parameter
values can be extracted from system variables (e.g. %USERNAME%)
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upon execution of the function or directly specified as a string (e.g.
JasonM or “Mail Server”).

NOTE: The quotes™ are required when the string contains spaces
(e.g. “Mail Server”).

NOTE: You can make changes to the selected script by clicking on the
‘Edit script ..." button.

Linux / Unix Operating System Checks

File existence Check

GFI Network Server Monitor can search for specific files in a target
computer running on Linux or Unix (e.g. you can use this check to look
for scheduled batch job results. If the file exists, you will receive a
confirmation stating that the scheduled batch jobs have been
executed). You can also search the contents of an existing file for a
specified string (e.g. searching for “fail” or “failed” strings in the results
file of scheduled batch jobs can help you define if all jobs were
successful).

Mew Check

File Existence Lo
Check the existence of the file and/or search for patterns/strings in the file

itzelf.

Check that the file

Ia"elcx'passwd

{+ does not exist.
{7 exists,

[ Eile mish conta e ballming sthing [hob case sensitie];

| (3) Click FE7E to load a sample.

< Back MHest = Cancel

Screenshot 74 - File Existence function setup

A File Existence function requires the following parameters:

o File (UNC Path) — Specify the complete path to the file (e.qg.
/etc/password).

e Does not exist — Enable this option to check for file existence only.
In this case, the check fails if the specified file is found.
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e Exists - Enable this option to check for file existence only. In this
case, the check succeeds if the specified file is found.

e File must contain ...string — Enable this flag and specify the string
to be searched for in the existing file contents. In this case the
check will succeed only if the file exists and the specified string is
present in the file contents.

CPU usage Check

GFI Network Server Monitor can monitor the CPU usage of a target
computer running on Linux / Unix. This function uses a Linux shell
script to determine, via SSH, the global CPU usage and can send
notifications or trigger actions when the processor usage exceeds the
specified CPU usage limit.

Mew Check

CPU Usage ——
Check global CPU uzage on a target computer(s].

Masirmum global CPU usage allowed: |5EI #

Uzez a Linux shell zonpt via S5H to determine the global CPU uzage.
Click here to load a zample

< Back | Meut = I Cancel

Screenshot 75 - CPU usage setup window

A CPU Usage function takes the following parameter:

e Maximum global CPU usage allowed — Specify the maximum %
CPU usage allowed on the target machine being monitored.

Directory size Check

GFI Network Server Monitor can check the size of directories located
on target computers running on Linux/Unix. You can use this function
as a disk quota manager which can send notifications when a directory
exceeds the specified size.
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Mew Check

Folder Size Lo
Check, dizk space used by a folder on a target computer(s).

Check that the size of the folder [including subfolders):
| #bin

does not exceed the following size:

1024 KE =

Uzes a Linus shell script wia 55H to determine the folder size.
Click Fere to load a sample

¢ Back Mest » Cancel

Screenshot 76 — Directory/folder Size setup window

A Directory Size function requires the following parameters:

o Directory Name — Specify the path to the directory to be monitored
(e.g. /user/personal).

e Directory size — Specify the maximum size (in KB, MB or GB)
allowed for this directory.

File size Check

GFI Network Server Monitor can check the size of files on target
computers running on Linux/Unix. This function can be used as a disk
guota manager which can send notifications when a specific file
exceeds the specified size (e.g. you can receive notifications when the
system status log file exceeds the specified size, enabling you to free
used disk space).
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Mew Check

File Size Lo
Check the zize of a file on a target computer(z).

LCheck that the size of the file:

I.fetc.fpasswd

does not exceed the following size:

|1024 KB =l

¢ Back Mest > Cahcel

Screenshot 77 - File size function setup

The File Size function requires the following parameters:

¢ File name — Specify the complete path to the file which needs to be
monitored (e.g. /data/sys_log).

o File size limit — Specify the maximum size (in KB, MB or GB)
allowed for this file.

Printer availability Check

GFI Network Server Monitor can check for the availability of network
printers connected to target computers running on Linux / Unix. When
a printer problem occurs, notifications can be sent to the support
personnel in order for them to take immediate action and get the
printer back online or transfer print jobs to a different printer.
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Mew Check

Printer Availahility Lo
Check, whether a printer iz configured on a target computer(z).

Frinter Dizplay Mame az displayed on the target computer(s) (ho DHC);
|EpsorDF<E000

@ I the 'Frinter Display name' fizld, uze the printer display name as defined on the
remote computer(s]. for instance: HP Laserlet BL.

Uszes a Linus shell script wia 55H to determine the printer availability.

¢ Back | Mest » I Cancel

Screenshot 78 - Printer monitor function setup

GFI Network Server Monitor uses a Linux shell script, via SSH, to
determine printer availability.

A Printer Availability check requires the following parameters:
e Printer name — Specify the name of the printer to be monitored.

Process Running Check

GFI Network Server Monitor enables you to check processes on local
and remote target computers running on Linux/Unix. If a process is
active, then the target computer is considered to be available.
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Mew Check

Procezs Hunning Lo
Check that a process iz running on a target computer(s].

LCheck that the following process iz minning:

it

@ Llses_ a Linuy zhell zcript via S5H to determine whether the specified process iz
Tunning.

¢ Back Mest > Cahcel

Screenshot 79 — Process Running function Setup

A process check requires the following parameter:

e Process — Specify the name of the process to be monitored (e.g.
init).

Users and groups membership Check

GFI Network Server Monitor inspects groups and group membership
against intruders which could pose a vulnerability threat to your
network system (e.g. Intruders in Domain Administrators group can
give themselves administrative rights).
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Mew Check

Uszers and Groups Membership Lo
Check, group membership on a target computer(z).

Specify the authorized members of a group:

Group: ||

Allowed members
[separated by commas];

@ Only the names in the ‘Allowed members' izt are supposed to be members of the
group. IF other uzers are found in the group, the check will fail.

Uze thiz check to be alerted if your network waz compromized and an
intruder adds himzelf to an administrative group.

Thiz check uses a Linug shell script wia S5H to determine the members of a
zpecified group.

¢ Back | Mest » I Cancel

Screenshot 80 - User/Group membership function setup

The User/Group membership function requires the following
parameters:

e Group — Specify the name of the group to be checked against
intruders.

o Allowed members — Specify the list of authorized members in the
specified group. Separate each member by a comma (e.g.
JasonM, NickG, AndreM).

Disk Partition Checks

GFI Network Server Monitor uses a Linux Shell script to check the
state of mounted disk drives on a target computer running on
Linux/Unix.
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Mew Check

Disk Partition Checks Lo
Check. the mount state of a dizk dive on the target computer(z) running Unis.

LCheck that the following disk partition is mounted:

HFP_netsre 1|

Thiz check uzez a Linux zhell scrpt via S5H to determine whether a zpecified
partition iz mounted.

¢ Back | Mest > I Cahcel

Screenshot 81 - Disk Partition check function setup

The parameters required by this function are:-

o Partition label — Specify the identification name of the disk partition
to be checked.

Disk Space Check

GFI Network Server Monitor can check for available free or used disk
space information on local and remote target computers running on
Linux/Unix. Notifications can be sent when the used or free space
exceeds a specified limit.
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Mew Check

Dizk Space Lo
Check, faor free disk space on local and remote computers.

Check that the Drive Ihda‘l vl on the target computer|z]

(" does not use mare than the following hard disk space:

{+ haz at least the following free hard dizk space:

1024 |KE =

‘ @ Click here to load a sample.

< Back |

Cancel |

Screenshot 82 - Disk Space function setup.

A Disk Space function requires the following parameters:
e Check that the Drive — Specify the drive to be checked.

e Does not use more than the following hard disk space — Enable
this option and specify the maximum disk space (in KB, MB or GB)
allowed for use on this particular drive, i.e. the check will fail if the
used disk space exceeds the specified value.

o Has at least the following free hard disk space — Enable this option
and specify the minimum free space value allowed on this
particular drive, i.e. the check will fail if free disk space is less than
the specified amount.
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Monitoring Check Folders

Introduction

All checks are organised into folders. Folders have properties such as
notifications, dependencies and maintenance parameters that are
inherited by the checks contained in those folders. This way, it is easy
to change a notification or dependency for a whole group of checks.
By default a check inherits the folder properties; however you can
override this setting for individual checks if necessary.

You can create these folders yourself or you can let the checks
wizards (New Check or Quick Start Wizard) create them automatically
for you when new checks are being generated. Folders that are
created by check wizards are given the names of the target computers
that will be monitored, but you can still rename the folders as well as
copy or move checks to other existing folders.

Creating new folders

1. Right Click on the ‘Monitoring Checks Configuration’ node in the
Tools Explorer window, go on ‘New’ and select 'Folder’.
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Properties - TMJASON E3 |

; Logon credentialsl .-’-'-.u:tiu:unsl Dependenciesl Maintenancel

Folder details:
@ Folder Mame:
[ TMJASON

Folder Dezcription:

IEDntains the rules used to monitor computer TRJASOM [Inkertance Enabled)

T arget

"']Ig taonitoring checks contained in thiz folder will apply to the following

I'__”!.J compLter:

HoztnamedP: | ThMJASOM

Scan Freguency
2_ Bun the monitoring checks contained in this folder once eveny:

|2 Iminutes j [minimum 5 seconds]

Errar Threzhold
% Consider a maonitaring check contained in this folder az a fail after

|3 2Irors

(] I Cancel | ) [ |

Screenshot 83 - Folder properties window

2. Specify the folder details; i.e. folder name (e.g. TMJASON) and
folder description (e.g. this folder contains checks for monitoring test
machine: - ‘'TMJASON").

TIP: To keep GFI Network Server Monitor organized and to simplify its
maintenance, name the folders according to the target computer being
monitored by the contained checks, so that their contents are easily
identified through the name (e.g. The folder called ‘FileServer’ should
only contain the checks that monitor the target computer called
FILESERVER).

3. Configure the rest of the folder properties in the same way as is
done for the monitoring checks. For the configuration instructions,
please refer to the ‘Configure monitor check properties’ section in the
‘Configuring GFI Network Server Monitor’ chapter.

4. Click on the ‘'OK’ button to accept settings and close the property
window.

Example: Configuring the Target computer parameter.
1. Right click on the folder to be configured and select properties.

2. In the ‘General’ (default) page, specify the target computer
Hostname or IP address (e.g. TMJASON or 192.168.1.100) in the
‘Target’ section on this page.

3. Click on the 'OK’ button to accept settings and close the folder
properties window.
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Configure properties of existing folders

To configure properties of an existing folder, right click on the folder
and select properties. For the rest of the configuration instructions,
please refer to the ‘Configure monitor check properties’ section in the
‘Configuring GFI Network Server Monitor’ chapter.

Delete existing folders

Right click on the folder to be deleted and select ‘Delete’.
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Viewing the state of checks

[ GFI Network Server Monitor 6.0 [_10]
Flle  Tools Help

e o |BE]H

Tooks Explorer q = -
Ta5 G Network Server Morior B/Gh SECURITY & MESSAGING SOFTWARE

EHE Monitoring Checks Configuration
o -3 THIASON i
(2 THIASTNIT) Home = Status - All chacks GFiWSEEServerMonitor

B Monitoring Checks Status .
- Progiam Configuration Service Status

B8 Users and Groups HSM engine status Last results update
H iR Users Started 2712005 12:07:09 PM

- Groups

- Alerting Options = —

| gy B Sl

'.3 Tok checks

‘9 General Check name Failure Failure Reason
date time

@ TMJASON - Norton Antivirus 2005 2772005 1F5"DE 57 rhl.l“m;'r;AmMrus Auto-Protect Service' service is not

Last 10 actions taken

Check name Action Action Action taken
date time

Mo actions taken

1 2005. All rights reserved. GFl Software Ltd Home Products Support Ordering About Us

\ 4

Screenshot 84 — Monitoring Checks status (opening page)

You can view the current status of monitoring checks either from GFI
Network Server Monitor configuration, by clicking on ‘Monitoring Check
Status’ or by going on Start > Programs > GFI Network Server Monitor
6.0 > GFI Network Server Monitor 6.0 Status Monitor.

The opening (Home) page displays information on all ‘Failed’ checks
as well as the last actions that GFI Network Serever Monitor has
performed. The information includes the current status of the GFI
Network Server Monitor engine service (i.e. started or stopped), the
date and time of the failure, as well as the reason why a check has
failed (e.g. If a required file is not found during a ‘file existence check’
the reason displayed would be ‘File does not exist’). The status of
each check can also be defined from the icons (check state indicators)
on display at the start of each monitor check being displayed.

Click on the ‘All checks’ option displayed at the top of the current
(home) page, to display the status of all checks.

TIP: Although the view is automatically refreshed at timed intervals,
you can refresh the displayed information by right clicking on the page
and selecting ‘Refresh’.
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Check state indicators

Check state indicators allow the user to identify the status of the
monitoring checks being performed by GFI Network Server Monitor. A
monitoring check can be any one of the following states:

1% Uncertain — Indicates that the result of a monitoring check cannot
be clearly determined, i.e. cannot be directly classified as Success or
Failed. For example, the engine tries to run a disk space monitoring
check against a target remote computer which is switched off; GFlI
Network Server Monitor would not be able to determine the disk space
available due to a situation outside of the context of that check. Other
situations which can cause an uncertain result are timeouts over a
slow network or firewall blocking the communication between GFI
Network Server Monitor and the target computer. When such
situations occur, monitoring checks are placed in an uncertain state.
No actions are taken against events which are classified as uncertain.

NOTE: You can configure GFI Network Server Monitor to transform
uncertain state events to a SUCCESS or FAILED state (depending on
your monitoring needs). You can configure this setting from
Configuration > General Options > Uncertain Results. GFI
recommends the classification of uncertain monitoring checks as
failed.

() Disabled — Indicates that the relative monitoring check has been
disabled. (For more details on how to enable/disable checks, please
refer to ‘Enable, Disable or immediately run checks’ section in this
manual).

(7 Not Monitored — When a check cannot be processed by the
engine, the state is set to Not Monitored. This happens if the Network
Server Monitor service is stopped. Alternatively if a check requires e.g.
the SNMP service, but this service is not installed on the target
computer, then the check will be shown as ‘Not Monitored'.

() Server in Maintenance — Indicates the result of a check made
during maintenance hours. In this case, no notifications will be sent
and no actions will be triggered.

@ Failure — A failure is the occurrence of a number of errors which
exceeds the specified Error Threshold parameter of the check. For
more information on errors and error threshold parameters, please
refer to the ‘Configure monitor check properties’ chapter.

DFailure by Dependee — Indicates that dependencies associated with
this check have failed and therefore this check has not been executed.

¥ Success — Indicates that the check was successfully executed.

6] Queued - Indicates that the relative check is waiting to be
processed as soon as possible.

Remote viewing checks status

The remote web monitor allows you to view the status of your network
using a web browser. Two views are available:
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Screenshot 85- Remote Monitor - Normal View

¢ ‘Normal view' - displays information for ‘normal sized’ screens (e.g.
computer monitors). The URL to access the normal web
monitoring page is:

http://<IP address or machine name>:11695/list.htm|

3} GFI Network Server Monitor 6.0 Monitor - Microsoft Internet Explorer

Fle Edt Yew Favorites Tools  Help | .',"'
Qeack = ) = % 2

Address |&] http:/{127.0,0.1:11695/mabile. html | E)eo ks ?

. Search <'- Favorites 4" Media {'ﬂ| - »

GFI Metwork Server Monitoxr 6.0
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Last update: 1/12/2005 11:12:04 AR

Presendly failed ruondboring dheds

TMIASON - ICMP - Ping
Failed:

TRITASOM - File Exdcterice file 'c:'jason t'
Failed:

=
Y

Last 10 actions taken

/2] Done l_ l_ l_ 4 Internet

Screenshot 86 - Optimized view for Handhelds

e ‘Optimized view’ — shows information in a size suitable for viewing
on small displays (e.g. mobile phones, blackberry). The URL to
access the Optimised monitoring page is:
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http://<IP address or machine name>:port/mobile.html

To view these reports, you can connect your web browser to the
machine running GFI Network Server Monitor, default port 11694.

By default, GFI Network Server Monitor includes a small footprint web
server, to avoid having to install and configure IIS to display your
network status on screen. This option is ideal for intranet access.

NOTE: For security reasons, we do recommend the use of Microsoft
IS web server for accessing and viewing monitoring checks status.
For further information on IIS web server setup, please refer to
‘Configuring IIS as the web server’ section in the ‘General Options’
chapter.
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Screenshot 87 - Alerting Options

The Alerting Options node contains the general alerting parameters
required by GFI Network Server Monitor when sending Email, Network
and SMS/Pager natifications. From this node you can:

e Specify the mail server settings and format the email message to
be used when sending email Notifications.

e Specify SMS/Pager settings and format the message to be used
when sending SMS/Pager notifications.

e Format the message template used for email, network and
sms/pager notifications.

Mail Server Settings

GFI Network Serves Monitor requires at least one mail server to be
configured for sending email notifications. You can specify alternative
mail servers, in the required order of preference; top having the most
priority.

NOTE: You can use the ‘Move up’ and ‘Move Down’ buttons to
change the priority of the mail servers specified in the list.
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Alerting Options

Screenshot 88 — Email Alerts setup window

Adding a Mail server

1. Right Click on the Alerting Options node and select ‘Properties’.
The alerting properties page will open by default in the email
properties page.

2. Click on the ‘Add’ button.

Mailserver Properties

M ail5 erver

nizrmadrnin@gri. com
Metwark, Server Monitar &dministrator

ok ] Cecd |

Screenshot 89 - Mail server Properties
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3. Specify the following parameters:

e Hostname/lIP - Specify the Hostname (e.g. MailServer) or IP
address (e.g. 192.168.1.200) of the Mail server to be used.

o Port - Specify the communication port (default port set 25) to be
used.

e This SMTP server requires authentication — Enable this flag to
indicate that authentication will be required when sending
messages via the specified mail server.

e Username / Password — Specify the name (e.g. JasonM) and
password (if any) to be used when connecting to the mail server.

e Sender (email) - Specify the sender email address
(<username>@-<yourdomain>) which will be used when sending
emails from the specified server (e.g. nsmadmin@gfi.com).

NOTE: All notifications generated by GFI Network Server Monitor will
be sent via the specified email account.

e Sender (Display Name) — Specify the display name for the
specified email account.

NOTE: You can test the specified settings by clicking on the ‘Send a
test message button’.

4. Click on the 'OK’ button to close the mail server properties window.

Edit existing mail server details

1. Right Click on the Alerting Options node and select ‘Properties’.
The alerting properties page will open up, by default, in the email
properties page.

2. Click on the ‘Edit’ button and make the required configuration
changes. For more details on mail server settings, please refer to
‘Adding a mail server’ section in this chapter.

Formatting the Email Message

The email message is built up using text strings and variables which
provide data related to an event or condition encountered.

Message Format E

E-mail Mezzage Format |

Subject: [ EA e A

Meszage: |%PRODUCTNAMEX email natification
Date: ZDATEX

Time: %TIMEX

Check name: ZCHECK_MAME %

Target machine: XCHECK _TARGET
Status: ZCHECK_RESULTX:
Ewplanation: 3 CHECK_ExXPLAMATIOME

Format, (% Plaintext ¢ Bich text [HTHL)

ok I Cancel

Screenshot 90 - Format Email Message
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NOTE: For more information on variables and message template
formatting, please refer to the ‘Message Template' section in this
chapter.

NOTE: This message content can be plain text (e.g. Alert by NSM),
strings from system variables (e.g. %CHECK_RESULT%), or a
combination of both (e.g. Alert Message from %CHECK_NAME%
check).

1. Right Click on the Alerting Options node and select ‘Properties’.
The alerting properties page will open up (by default) in the email
properties page.

2. Click on the ‘Format Email Message’ button and define the following
parameters:

e Subject — Specify the string which will be used for the message
subject. By default the subject string is set to display the name of
the monitoring check which failed.

e Message — Specify the contents of the message body, which
should contain details relative to the event encountered (e.g.
‘TARGET MACHINE: %CHECK_TARGET%).

e Plain text — Enable this flag to indicate that the message must be
in plain text format.

¢ Rich text — Enable this option to indicate that the message must be
in HTML format.

Network Alerts Global Settings

NOTE: GFI Network Server Monitor makes use of ‘net send’ to send
network alerts. Make sure that you enable the ‘Messenger’ service
(svchost.exe —k netsvcs) on the computers which will send and
receive network messages.

NOTE: Network alerts are configured from the user properties. For
more information on the configuration of network messaging, please
refer to the ‘Configure user properties’ section in the ‘Users and
Groups’ chapter.
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Screenshot 91 - Network Alerts Properties

Format Network Message
1. Right Click on the Alerting Options node and select Properties.

2. Click on the ‘Network’ tab and then click on the ‘Format Network
Message’ button.

3. Make the necessary changes to the message and click on the ‘OK’
button to accept changes. For more information on variables and
message templates, please refer to the ‘Message Template’ in this
chapter.

SMS/Pager Alerts Global Settings

NOTE: This section is only applicable for advanced users. We cannot
guarantee that GFI Network Server Monitor will work with any SMS
provider. First ensure that you obtain the correct information from your
SMS service provider before attempting such configuration.

GFI Network Server Monitor can send SMS messages in two ways:

e Through an SMSC (Short Message Service Center). This requires
a normal Hayes compatible modem, connected to the server on
which the Network Monitor Engine is running. When there is a
failure, GFI Network Server Monitor uses the modem to dial-in to
the SMSC provider and deliver the actual SMS message(s); most
countries have one or more SMSC service providers.

e Through a GSM phone or GSM modem, connected to the server
by serial cable, Infrared or Bluetooth. The GSM phone must be
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capable of processing AT+C commands (most modern GSM
phone can do this).

NOTE: The Sender ID is the number of the sending entity. Leave it
empty if you want your ID to be withheld when sending a message.

Alerting Options x| |

E mail I Metwark, SMSJPBQEfl

l Specity the SMS5/Pager zettings to uze when sending SMS /Fager
% notifications.

{+ Send SMS through TAPAICP cormpliant SMS Service Center
[requires a Hayes compatible modem)]

Frovider: IET Pager

Compart; ||:|:|M1 Dial string: |DB45?581 354

{" Send 5M5 through direct mobile phone connected to server
[requires a G5k mobile phone with modem capabilities]

Compart; IEEIM1 [Earfigures.. |

Sender |D: I [between 1 and 15 digitz]

Format SMS/Pager meszzage... |

] 4 | Cancel Apply

Screenshot 92 - SMS/Pager Alert Settings

Setup for TAP/UCP compliant SMS Service Center
1. Right Click on the Alerting Options node and select ‘Properties’.

2. Click on the SMS/Pager tab, enable ‘Send SMS through TAP/UCP
compliant sums service center’ and click on the ‘Configure...” button.
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Dial properties

Tone/Pulze: {* Tone () Pulze
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Dial-ztring: |0845?581 354

todem propertiez
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COM port: CoMl =

Flow contral: |7 Hardware  [v Software

Initiahization zting: I

You can enter multiple AT commands,
separated by zemicolon [']).

] Cancel

Screenshot 93 - TAP/UCP service centers properties setup

3. Click on the ‘Select’ button.

SMSC Providers
Country I Provider I Dial-in number I [Diata format I Tranzsmizszion ... I SMSC protocol I Pazzword I E;I
Mew Zealand Telecom Pagi.. 0264001283 7.el 1200 TAF
Mew Zealand Telecom Pagi.. 043844476 el 1200 TapP
Monway MetCom 092000340 7l 1200 TaP
Monway Telenar Mabil... 096830050 7.el 1200 TAF
Manway Telenor UCP 096890060 8.n.1 1200 UcpP
Partugal TN 962113000 and 1200 UCP
Sweden Telia 0740930000 8.n.1 1200 UcP
Switzerland  Telepage Pri... 0740900003 el 1200 TapP
Switzelland  Telepage Swi.. 0740900103 7el 1200 TaP
LK BT EasyReach 7.el 1200 TAF
LK, BT Mager =
Uk Cellnet and 300 TAP
UK Hutchizon 0341100400 el 1200 TaF
Uk One20ne 07958879883 7.el 1200 TapP _ILI
a | »

Select I Add... Edit... Delete LClose |

Screenshot 94 - Providers List

4. Choose an SMSC service provider from the available list of
providers, and click on the ‘Select’ button.

NOTE: You can add new providers to the available list of providers.
For further information on how to do this, please refer to the ‘Adding
new SMSC providers’ section in this chapter.

5. Configure the dial properties:
e Tone — Enable this flag to indicate that tone dialing is to be used.
o Pulse — Enabile this flag to indicate that pulse dialing is to be used.
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o Dial prefix — Specify any additional numbers that need to be dialed
before the Dial-String.

o Redial Attempts — Specify the number of times that the number is
to be redialed, before the connection is timed out.

NOTE: The Dial-string is the number of the selected provider and can
only be modified by editing the SMSC provider’'s details. For further
information on how this is done, please refer to the ‘Changing SMSC
providers details’ section in this chapter.

6. Configure the modem properties:
e Com Port - Specify the com port where the modem is connected.
e Flow Control - Leave as default.

Add new SMSC providers

GFI Network Server Monitor includes an extensive list of SMS service
providers. However, it maybe necessary to add new providers from
time to time. To add a new provider:

1. Right Click on the Alerting Options node and select ‘Properties’.

2. Click on the SMS/Pager tab and enable ‘Send SMS through
TAP/UCP compliant sums service center and click on the
‘Configure...” button.

3. Click on the ‘Select’ button to open the SMSC setup screen and
click on the ‘Add’ button.

SMSC Entry |

SKS Server Center |

Country: IE
Fravider: IET Pager

Dial-in rumber: IDE45?581 Kl

[ ata farmat; I?‘,ej TI [Hztart bitz, parity, Hztop bitz]
Speed: |12EIEI "’I

Pratacal; TAP -

Paszwaord: I

Comments: I

ak I Cancel

Screenshot 95 - SMSC Provider Setup Screen

D

. Specify the following settings:

e Country - Specify the country of the provider.

e Provider - Specify the provider name.

o Dial-in number - Specify the number that the modem must dial.

e Data format - Specify the data format to be used. Obtain this
information from your service provider.
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e Speed - Specify the speed at which the data must be sent. Obtain
this number from your SMS service provider.

e Protocol - Choose between TAP (Telecator Alphanumeric
Protocol) and UCP (Universal Computer Protocol). Although TAP
is the most commonly used protocol, you should ask your SMS
service provider for this information.

e Password - You can specify a password to use for authentication
before connection to the provider is made.

e Comments — Add any comment related to the provider (e.g. For
support call provider on 22211164)

5. Click on the 'OK’ button to add the service provider to the list.

Changing SMSC providers details

SMSC Providers
Country | Provider | Dial-in number | D ata format | Tranzsmissior ... | SMSC protocol | FPagzword | E;l
Mew Zealand Telecom Pagi.. 0264001283 7l 1200 TaP
Mew Zealand Telecom Pagi.. 043844476 7.el 1200 TAF
MHanway MetCom 032000890 7el 1200 TARP
Monway Telenor Mobil... 096850080 7l 1200 TaP
Monway Telenar, ICF 056590060 a.n.1 1200 UCP
Partugal TN 962113000 and 1200 UCcP
Sweden Telia 0740920000 and 1200 UCP
Switzerland  Telepage Pri... 0740900003 7.el 1200 TAF
Switzerland  Telepage Swi.. 0730900103 el 1200 TapP
UK BT EagyFeach 03011130000 7el 1200 TaF

: BT Pager 05457581354 781
Uk Cellnet 78E0980480 and 300 TapP
Uk Hutchizon 0341100400 el 1200 TaF
UK One20ne 07958879389 7.l 1200 TAF -
.| | »
Select I Add... Edi... Delete LCloze |

Screenshot 96 - SMSC providers list

Note: This section is only applicable for advanced users. We cannot
guarantee that GFI Network Server Monitor will work with any SMS
provider. Ensure that you obtain the correct information from your
SMS service provider first. To change the provider’s detalils:

1. Right Click on the Alerting Options node and select ‘Properties’.

2. Click on the ‘SMS/Pager’ tab, enable ‘Send SMS through TAP/UCP
compliant sums service center’ and click on the ‘Configure...” button.

3. Click on the ‘Select’ button, choose an SMSC service provider from
the list and click on the ‘Edit’ button.

4. Make the required changes to the provider’s details and click on the
‘OK’ button to accept the changes.

Setup for direct mobile phone connection to server

NOTE: This setup requires a GSM mobile phone with modem
facilities.
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Ernail I M etwmork, SMS-’PGQEII

1 Specify the S5 /Fager settings to use when sending SMS/Pager
~  notifications.

(" Send SMS through TAPAICP compliant SMS Service Center
[requires a Hayes compatible modem)

Provider: I

Comport; ICI:IM1 Dial string: I
[Earfigure,.. |

{+ Send SMS through direct mobile phone connected bo server
[requirez a G5k mobile phone with modem capabilities)

Comport; IEEIM1 Configure. .. |

Sender ID:  |99442627 [between 1 and 16 digits)

Faormat 55 /P ager meszage... |

Ok I Cancel | Lpply |

Screenshot 97 - Send SMS alert through Mobile phone.

1. Right Click on the Alerting Options node and select ‘Properties’.

2. Click on the ‘SMS/Pager’ tab, enable ‘Send SMS through direct
mobile phone connected to Server’ and click on the ‘Configure...’

button.
T |
| GEM modem
COM part: m
Baud rate: 300 A
Flows contral: v Hardware [vw Software

Initialization string: |

“'ou can enter multiple AT commands,
zeparated by zemicolon [']).

Qk. I Cancel

Screenshot 98 — GSM Modem Settings

3. Specify the following modem settings:

Com Port - Select the com port to which your GSM phone or modem
is connected.

NOTE: Leave other settings as default, unless you are sure that they
need to be changed.
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4. Click on the ‘OK’ button to accept changes.

Additional Notes

NOTE: You can turn on modem logging in the GFI Network Server
Monitor Engine. To do so, you must enter a valid file name in the
following registry entry:

HKLM\Software\GFI\Network Monitor\ModemLogFile

NOTE: SMSC providers require the connection speed. Therefore
configure this in the provider details.

NOTE: The number format of a recipient depends on the provider
(when using SMSC) or on GSM (when using local GSM phone). This
requires an amount of trial and error in finding the right format. For
example, if you live in the UK (+44), you should try:

12345678
4412345678
004412345678

Format SMS/Pager message
1. Right Click on the Alerting Options node and select ‘Properties’.

2. Click on the ‘SMS/Pager’ tab and then click on the ‘FORMAT
SMS/Pager MESSAGE’ button.

Message Format |

SMS Meszage Format |

Subject; I

Message: |DATE % %TIME % Check: 3CHECK _MAME (%
CHECK_TARGET] Status: %CHECK_RESULT='
Reazon ZCHECK_EXPLAMATION

IMPORTAMT: bMaximum S5 message size iz 160
characterz!

Format: %% Elaitests 00 Bichites[HTRL]

k. I Cancel

Screenshot 99- SMS/Pager Message Format Window

3. Make the necessary changes to the SMS/Pager message and click
on the ‘OK’ button to accept changes. For more information on
variables and message templates formatting, please refer to the
‘Message Template’ section at the end of this chapter.

Message Templates

Notification messages templates can be customized by clicking on the
‘Format Message’ button present in the Email, Network, and
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SMS/Pager pages of the NSM Global Alerting options. Message
templates can be built up using text and variables. Variables are
substituted each time a message is sent out and must be enclosed
within “%” (e.g. %DATE%) when specified in message templates. The
following are variables that can be included in message templates:

e %DATE% - date in mm/dd/yyyy format.
e %TIME% - time in hh:mm:ss format.

o Y%CHECK_NAME% - the display name of the check as seen in the
configuration.

e %CHECK FOLDER% - the name of the folder in which the
specific check is located.

o YCHECK_TARGET% - the check's target computer name/IP; can
be either the one set in the check or the one inherited from the
parent folder.

o Y%CHECK_RESULT% - the result of the monitoring of the check
represented as a string.

e %CHECK_EXPLANATION% - the explanation returned with the
last known status of the check.

o %PRODUCTNAME% - the name of the product, in this case GFlI
N. S. M. 6.0.

Example of a message template:

Message from GFI Network Server Monitor, <% DATE %> <%TIME
%>:

Item: <% CHECK_TARGET %>
Result: <% CHECK_RESULT %>

Explanation: <% CHECK _EXPLANATION %> Message from GFI
Network Server Monitor, <% DATE %> <%TIME %>

NOTE: Using new lines in SMS/Pager Message Templates is NOT
recommended. Most GSM phones don’'t know how to handle new
lines and will display bad characters.
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General Options

Introduction

5 GFI Network Server Monitor 6.0
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Alerting Options
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Screenshot 100 — General options node

From the General options node you can:

Modify the alerting options

To modify the General options, click on 'Properties'.

o Specify how GFI Network Server Monitor will handle uncertain

results.

e Configure GFI Network Server Monitor built in Web server.

e Specify which proxy server will be used for Internet Protocol based

checks.

o Enable the event logging activity.

Uncertain Results Settings

An uncertain result occurs when the result of a check cannot be
determined as successful or failed by the GFI Network Server Monitor
engine because of the condition encountered (e.g. If the target
computer on which a monitor function checks Disk Space can no
longer be accessed, then the check status is set to uncertain, because
GFI Network Server Monitor engine can no longer determine the disk

space).
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General Options

Uncertain Rezults I'W'el:u Server I Prosy Server I Ll:nggingl

Specify haw MSM iz to handle uncertain results.

One of the result values of a monitoring check is 'Uncertain',

Uncertain means: the engine iz not able to determing whether the
zpecific rezult should be Succesz ar Emraor.

T aking the 'Dizk space’ monitaring check az an example, when the
zpecific zerver iz not available at all, the engine cannot zay angthing at
all about the available dizk space. Bath Successz and Eraor would be
mizleading. Therefare, Uncertain will be returned.

If you want you can configure to congider all Uncertain' values az either
‘Error' or 'Success

(" IF rezult cannot be determined, consider result as 'Uncertain’ [default]

{ IF rezult cannot be determined, consider result as 'Success'

k. I Cancel Apply

Screenshot 101 - Uncertain Results setup

GFI Network Server Monitor can be configured to convert uncertain
results to a definite state i.e. Success or Error. To specify how GFI
Network Server Monitor will handle uncertain results:

1. Right Click on the General Options node and select ‘Properties’. By
default the properties window will open in the Uncertain Results
options.

2.

Determine uncertain results by:

Enabling ‘If result cannot be determined, consider result as
‘Uncertain’ (default)’ to leave uncertain results unhandled.

Enabling ‘If result cannot be determined, consider result as ‘Error”

to handle uncertain results as failed.

Enabling ‘If result cannot be determined, consider result as

‘Success’ to handle uncertain results succeeded. In

this case, the

same conditions specified on the successful execution of a check

will apply.

Web Server Settings

You can use the GFI Network Server Monitor built in web server to
remotely view the status of your network.
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General Options |

Uncertain Fesults  “Web Server | Frosy Serverl Ll:nggingl

% Configure the in-built web server for remate manitaring.

|v Enable in-built web server on port: |1 1695

{0 Allow anonyrnous access to the web server

o Allow only the following users ta log on bo the web server

Izers allowed to log into the remaote monitar web zerver

dazonii Add...

Edit...

g

Bemowve

k. I Cancel Apply

Screenshot 102 - built in Web Server settings

To configure the built in web server:

1. Right Click on the General Options node, select ‘Properties’ and
click on the ‘Web Server’ tab.

2. Configure the following parameters:

e ‘Enable in-built web server on port.... — Enable this flag and
specify the port which the built in web server will listen on (by
default set to 11695).

o ‘Allow anonymous access to the web server’ — Enable this flag to
indicate that no authentication is required on the web server.

e ‘Allow only the following users to log on to the web server —
Enable this flag to grant web server access only to the specified
users.

o To specify users that have access to the web server, click on the
‘Add’ button, specify the user’'s authentication details (User name
and Password) and click on the ‘OK’ button.

Configuring IIS as the web server

Using IIS as the web server gives you more advanced authentication
features and the possibility to secure the connection via SSL. The
integration with 1IS is very straightforward. GFI Network Server
Monitor updates an XML file, from which the 2 views are rendered.
These files are stored in the GFI Network Server Monitor\Server\web
folder. You need to create a virtual directory in 1S, which points to the
GFI Network Server Monitor\Server\Web folder. To do this:
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1. Start up Internet Services Manager, right click on the Web Site
node, and from the popup menu select ‘New — Virtual Directory’.

¥irtual Directory Creation Wizard E3 |
Virtual Directory Alias —
'ou mugt give the wirtual directory a short name, or alias, for quick reference.

Type the aliaz you want to usze bo gain access to thiz Web virtual directorn. Use the
zame haming conventions that you would for naming a directon.

Aliaz:

namremotemanitol

¢ Back I Mext > I Cancel

Screenshot 103 - Specifying an alias for the virtual directory

2. This will start the Virtual Directory Creation Wizard. Click on the
‘Next’ button to continue. Now you need to enter an alias for the virtual
directory. In this case it is nsmremotemonitor, but you can enter
whatever name you like, as long as it follows the folder naming
conventions used in Microsoft Windows.

¥irtual Directory Creation Wizard E |
Web Site Content Directory ——
“Wwhere iz the content you want to publish on the web site?

Enter the path to the directory that containg the content.

Drirectary:

C:\Program FileshGFI\Metwork, Server MonitorhS erveriweb Browse. .. |

< Back I MHest = I Cancel

Screenshot 104- Pointing to the GFI NSM web folder
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3. Now enter the path where the content is located. Select ‘Browse’,
and select the ‘server\web’ folder in the GFI Network Server Monitor
installation path.

¥irtual Directory Creation Wizard E
Access Permissions ——
What access permizzions do yau want to et for this virtual directone?

Allow the following:

[v | Read

[ Run scripts [zuch az ASP)

[ Execute [such as [SAP| applications or G|
[ waiite

[ Browse

Click Mext to complete the wizard.

< Back I Mest > I Cancel |

Screenshot 105 - Setting permissions

4. Next we need to set the access permissions. Mark ‘Read’ only. Do
not mark any of the other check boxes. Click on the ‘Next' button to
finish the Virtual Directory Creation Wizard.

5. Right-click on the newly created virtual directory, located under the
web root of your web site server and select ‘Properties’.

nsmremotemonitor Properties |

Wirtual Directary I Documental Diirectory Securit_l,ll HTTF Headersl Cuztom EerrsI
Wwheh connecting to this rezource, the content should come fran;
+ & directory located on this computer

(" & share located on another computer
" & redirection ta a URL

Local Path: C:AProgram Files\GFIWMebwark, Server Manil Browse... |
[ Script zource access [w Laog wisits

[v Read [v Index thiz resource

[ wirite

[ Directory browsing

Application Setiings

Spplication nanmes IDefauIt Application Create |

Starting point: <Default \Weh Sites - .
[Eantauratiarn... |

Execute Permiszions: IN.:.ne -

Lpplication Briatestianm IMedium [Pooled) j [ hlead |

0k I Cancel | Lol | Help |

Screenshot 106 - Setting Virtual Directory properties
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6. In the Virtual Directory tab of the properties dialog, mark the ‘Read’,
the ‘Log Visits’ and the ‘Index this resource’ check boxes.

7. Click on the ‘OK’ button to close the properties dialog. The Virtual
Directory has been set-up and you can now test access to it.

Securing the Remote Monitor

It is important to set up proper authentication and security for this web
server and virtual directory. There are three ways to secure the
Remote Monitor. These are Basic Authentication, Digest and
Integrated Windows Authentication. Integrated Windows
Authentication is the preferred choice in an Active Directory
environment, because it makes the authentication process seamless,
since initially it does not prompt users for their user name or password
information. It uses the current Windows user information on the client
computer for authentication, instead. If you are installing GFI Network
Server Monitor on a DMZ, you must use Basic authentication.

The following steps show how to secure access to the Web based
remote monitor.

1. Open up Internet Services Manager. Right click on the Network
Server Monitor Remote Monitor virtual directory under your server
web site and select ‘Properties’.

2. Under the Virtual Directory tab make sure to deselect Directory
Browsing.

nsmremotemonitor Properties |

Virtual Directary  Docurments I Directony Securit_l,ll HTTP Headers I Cuztom Erru:ursl

— v Enable Default Docurment

T &dd..

I Femove

—1 Enable Document Footer

I Browee...

] I Canicel 1] Help

Screenshot 107 - Specify default document

3. Select the Documents tab and remove all the default documents.
Add the following default document ‘index.html’.
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4. Select the Directory Security tab and click on the ‘Edit’ button for
the Anonymous access and authentication control group.

5. Select Integrated Windows authentication (recommended if
installed on the internal network) OR Basic Authentication check box
(if installed in the DMZ). Ensure Anonymous access is deselected.

Authentication Methods |

I .":".r'll:lr'l_'r'l'l'll:lL-lS ACCEEE

Mo uzer hame/pazewaord required to access this resource.

Account used for anonymous access: Edlifi.. |

—Authenticated access

For the following authentication methods, uzer name and pazsword are
required when

- ahonymous access iz dizabled, or

- access iz resticted using MTFS access control listz

[ Basic authentication [password is sent in clear text]

Select a default damain: Edit... |

[ Digest authentication for Windows domain servers

[ Integrated Windows authentication

0k, I Cancel Help

Screenshot 108 - Select authentication method

If Integrated Windows authentication is used, then authentication will
occur against Active Directory. This means you do not need to
configure additional users. If you use Basic Authentication,
authentication will occur against the local user database on the
machine. In this case you must create user names and passwords on
that local machine. For more information on securing IIS, please
review the 1IS documentation.

Be sure not to allow anonymous access!

6. Restrict the access to the pages by using NTFS permissions. Open
up Explorer and navigate to the web folder in the GFI Network Server
Monitor installation path. Right click on the ‘web’ sub folder, select
‘Properties’ and then the ‘Security' tab.
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web Propetties | 7| |

Generall wieb Sharingl Sharing Security I

Name | Add |
Adrinistratars [TESTADVAdministratars]
ﬁ Authenticated Users ﬂl
€7 CREATOR OwWNER
m Server Operatorz [TESTADV S erver Oper...
€7 SvSTEM
Permizsions: Al Deny
Full Control O
Modify O
Fead & Execute O
Lizt Folder Cortents O
Read O
Wite a

Advanced. .. |

v Allovw inhernitable permiszions from parent bo propagate to thiz

object
] I Cancel e 1]

Screenshot 109 - Setting permissions

7. Add / remove the users / groups you want to grant access to the
Remote Monitor. To grant access only to users forming part of the
administrators group, you would set the security tab. Click on the ‘OK’
button to finally secure the remote monitor.

Proxy Server Settings

The proxy server settings define which server will be used for Internet
protocol checks.
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General Options

IIncertain Fiesultsl web Server  Frosy Server | Ll:nggingl

‘:—_ Specify which prowy server to uze for intermet protocol
: bazed checks.

Hozthame/|F: IIS.E‘-.SE RYER

Fort; IEH:IEH:I

[+ Erowy requires authentication:

Uzer name: I-J azontd

Pazaword; I’“"‘““’“"1

k. I Cancel Apply

Screenshot 110 - Proxy Server Setup Window

To configure proxy server parameters:

1. Right Click on the General Options node and select Properties.
2. Click on the Proxy Server Tab and define the following parameters:

e Hostname/IP Address — Specify the proxy server name (e.g.

ISASERVER) or IP address.

e Port — Specify the port on which the proxy server will listen (default

= 8080).

e Proxy requires authentication — Enable this flag to indicate that the

specified proxy server requires authentication details.

o User name / Password — Specify the logon detail to be passed to

the specified proxy server for authentication.

Log File Settings

GFI Network Server Monitor can log monitoring checks activity into a
text file for future reference. Since the log file is in plain text, you can
import its contents to other applications for further processing.
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General Options |

IIncertain Fiesultsl Wwieb Serverl Proxy Server  Logging I

f@ S pecify whether M5 should keep a log file of itz activity,

|v Enable logging of monitoring checks achivity

Loqg file; In:: hapztemn logsMSk_Checks_log |

Field separator; I

I axirmum log zize: |2EIEIEI k.B

Wihen maximum log zize iz reached:

f+ Hackup the existing |oq file and clear it

" Do not log events untl NS log iz cleared manually

k. I Cancel Apply

Screenshot 111 - Log file setup Window

To configure the logging parameters:
1. Right Click on the ‘General Options’ node and select ‘Properties’.
2. Click on the ‘Logging’ tab and define the following parameters:

‘Enable Logging of monitoring checks activity’ — Enable this flag to
start logging all check activity to a specified text file.

e Log file — Specify the full path to the log file.

o Field separator — Specify the character that will be used to
separate the fields in the log file (e.g. using the comma (,) would
enable you to import the file to excel as CSV).

e Maximum log size — Specify the maximum log file size (in KB)
required (e.g. if a 1 MB log file limit is required, specify 1000KB).

o ‘Backup the existing log file and clear it' — Enable this option to
automatically make a copy of the log file and clear the contents of
the original log file whenever the specified file size limit is reached.

NOTE: In such cases, the backup file name to be used would be
‘LOG#H###. TXT where #### is the next available number, depending
on the number backup files that already exist (e.g. if LOG0002.TXT
exist, the next backup file number will be LOG0003.TXT).

e ‘Do not log events until event log is cleared manually’ — Enable this
option to stop logging check activity whenever the maximum
specified log file size is reached.
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Users and Groups

Introduction

GFI Network Server Monitor checks refer to the user's properties to
gain notification details (e.g. email address), rather than directly to an
email or a number. This is in order to avoid having to change all the
checks if a particular email or number of a user changes. You can
configure user name, email address, mobile number, pager number
and the computer name(s) from where network messages should be
sent, from the user properties.

You can also define the working hours of a user and decide what
notification (if any) is to be sent depending on the time that the
important event occurred i.e. during or outside of working hours.

You can create a group of users to notify more than 1 person and
avoid having to specify multiple users for each check you create. This
makes it much easier to change the users to notify afterwards since
you just need to change the group membership.

% GFI MNetwork Server Monitor 6.0

File  Toolz Help

&5 Eim &

Toolz Explorer M arme I
GF1 Metwark, Serser bonitor 8 im
EI@ tanitaring Checks Configuration

----- B Monitaring Checks Status
Ellﬁ Frograrm Configuration
EI NSk Uszers and Groups

*arting Optiong

Screenshot 112- Users and Groups folders

Users

Add a new user

1. Right click on the Users folder under the Users and Groups node
and go on New > User.
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2. Specify the parameters required in the user properties as described
below.

Configure user properties

User parameters are defined in the user properties window, which
opens automatically whenever a new user is being added, or can be
opened when necessary by right clicking on an existing user and
selecting ‘Properties’.

Jason Micallef Properties |
General IWDrking h-:uursl Alerts I b ember EIfI

Specify the general detailz for this uzer as well az the
parameters to wuze for the vanows notification methods when

important events happen.

Full name: I..l azon Micallef

Description: IM all Server Adrministrator

Specify the alerting parameters to use for this uzer:

Ermnail: Iiasun@gfi.cnm

Mabile Mumber: |95442627

ShS/Pager Mumber; |

Hetwork Mezzages: I Sl

= TRASON Remaove |

= sA5ERVER

@ Multiple emailz can be specified by using ; as separator. Metwork
mezzage notifications are sent to the computers specified in the hst.

] I Cancel Apply

Screenshot 113 - User Properties Window

Configure user’s general parameters

These parameters define the general details of the user, including the
notification details (e.g. email address, SMS/Pager number, etc...), the
person’s working hours and the groups in which this user is a
member. To configure these parameters:

1. Click on the General tab (which is the default opening view of the
user properties window)

2. Specify the following properties:
e Full name — Specify the full name of the user.

o Description — Specify a string which describes the user’s role in
the company (e.g. Mail server administrator).

e Email — Specify (if required) the address were email notifications
will be sent.
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e Mobile Number — Specify (if required) the mobile number were
SMS notifications will be sent.

e SMS/Pager number — Specify (if required) the Pager number were
SMS messages will be sent.

o Network Messages — Define (if required) all the computers this
user has access to, in order to define were network messages
should be sent. Specify the computer name and click on the ‘Add’
button. Repeat the same operation until all computers have been
specified.

Define working hours

GFI Network Server Monitor, allows you to specify the working hours
of a user (recipient of notifications). These parameters will be
referenced by the GFI Network Server Monitor engine in order to
decide what notifications (if any) need to be sent to this user,
depending on the time (during or outside of working hours) that an
important event occurs (e.g. a check fails).

Jason Micallef Properties |
General “working haurs |.-’-‘-.Ierts I Meml:nerElfI

Specify the general detailz for this uzer as well az the
parameters to wuze for the vanows notification methods when

important events happen.

00k 03h OEh 03k 12h 15h 18h 21h 24h

|
r v | v | v | v -

flanday

Tuezday

‘wednesday

Thur=day
Friday
Saturday

LIS AR RS
L R R R AN AN RN R
LIS AR RS
L R R R AN AN RN R
LIS AR RS
L R R R AN AN RN R
LIS AR RS
L R R R AN AN RN R
LIS AR RS
L R R R AN AN RN R

Sunday

Marked ime intervals are conzsidered as work, time.
IIn-tarked tmes will be conaidered as outzide of working time.

Yau can configure different natification methodz far impartant
eventz which happen during and outzide of warking time.

] 4 I Cancel Apply

Screenshot 114 - Working Hours Setup window

NOTE: Marked (+) hours indicate working time.

To setup working hours, click on the ‘Working hours’ tab and then click
on the working hours that you need to mark / unmark.

TIP: To mark / unmark a whole day click on the day (e.g. MONDAY)
displayed on the left of the hours setup grid.
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TIP: To mark the same hour for a whole week, click on ® at the top of
the relative hour column.

Define notifications to be used

You can specify what notifications (if any) are to be sent, on the
occurrence of important events during and/or outside of working
hours. This is based on the working hours specified for this user (e.g.
you can configure GFI Network Server Monitor to send SMS/Pager
notifications to this user ONLY when an event occurs outside normal
working hours). For further information on how to setup the working
hours for a user, please refer to the ‘Working Hours’ section in this
chapter.

Jason Micallef Properties x| |

Generall Wwiorking hours  Alerts | b ember EIfI

depending on the time important eventz happen.

@ Specify the twpes of notifications thiz uger iz to receive

t'ou configured the working times for this uger. Specify the types of
niatifications this uzer should receive for events which happen during
working hours and outzide of working hours, For .0, vou can configure
the uzer to receive SMS/Pager notifications when outside of working

hourg anly.
Events happening  Ewents happering
during warking autzide of warking
hiours hourz
Email naotifications: [w [+
Metwaork notifications [Met send]: [w [
SM5/Pager notifications: [ [+

(] 4 I Caricel Apply

Screenshot 115- Alerts Setup Window

Enable the notifications that will be used when alerts occur during
and/or outside of working hours (e.g. The screenshot above shows the
settings for a user that will receive email notifications at any time an
important event occurs as well as a Network notification if the event
occurs during working hours and an SMS/Pager notification if the
event occurs outside of working hours).

Add user to a group

A user can be added to predefined groups. You can create a group of
users to notify more than 1 person and avoid having to specify
multiple users for each check you create.

NOTE: Users can be members of more than 1 group.
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Jason Micallef Properties |

Generall whorking h-:uursl Alerts  Member OF |

ember of:

Add... | Bemove |

k. I Cancel Apply

Screenshot 116- Members of tab

To specify the group(s) to which this user will be added:

1. Click on the ‘Add’ button, select the required group(s) and click on
the ‘OK’ button.

TIP: You can make multiple selections of groups so as to add all
required groups at one go.

Delete users
To delete users:

1. Click on the Users folder under the Users and Groups node and
select user(s) to be deleted.

2. Right click on the selected user(s) and select ‘Delete’.

Groups

A Group contains a collection of users. You can create a group of
users to notify more then 1 person and avoid having to specify
multiple users for each check you create. This makes it much easier to
add new notification recipients to that particular check since you just
need to associate the new users to the recipients group.

Add a New Group

1. Click on the Group folder under the Users and Groups node and go
on NEW > GROUP.
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MsMAdministrators Properties |

eneral I
@ Specify the members af this group.
Group name: | RGNS T e

Dezcription: INSM default admiristrators group.

Mermbers:

@ M S MAdministrator

Add... | Hemave |

k. I Cancel | Sl |

Screenshot 117 - Group Properties window

2. Specify the group name (e.g. NetworkAdministrators) and the string
which describes the group/groups members (e.g. File Server
Administrator).

3. To specify the members for this group, click on the ‘Add’ button,
select the users and click on the ‘OK’ button to accept the selection.

Add members to an existing group
To add users to an existing group:

1. Double click on the Group folder under the Users and Groups node,
right click on the group were the new member will be added and select
‘Properties’.

2. Click on the ‘Add’ button, select the new members and click on the
‘OK’ button to accept the selection.

Remove Members from a group

1. Double click on the Group folder under the Users and Groups node,
right click on the group were the new member will be added and select
‘Properties’.

2. Select members to be deleted from displayed list and click on the
‘Remove’ button.

Delete a group

Double click on the Group folder under the Users and Groups node,
right click on the group to be deleted and select ‘Delete’.
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Reporting

Introduction

GFI Network Server Monitor allows you to create reports that detail
the availability of your network resources. You can create reports
directly in HTML, or generate XML/CSV reports, which you can export
to your favorite application. GFI Network Server Monitor stores check
activity logs in an Access database. You can use both report
templates included (i.e. Availability-Detail Report and Availability-
Summary Report) in GFI Network Server Monitor, to extract this
information and generate detailed or summary reports related to a
specified period of time.

Availability - Detail Report

The Availability-Detail Report includes an overview of all changes in
check state that occurred across a specified period of time. Other
information included in this report specify the length of time a server or
service was in a particular state, making it easy to define the relative
up/down time.

To generate an Availability-Detail Report.

1. Go on: Start > GFI Network Server Monitor 6.0 program group >
GFI N.S.M 6.0 Reporter and click on the ‘Next’ button when report
wizard starts.
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GFI Network Server Monitor Reports Wizard |

Report Type =
Select which type of report to generate. s

Select the type of repart to generate:

" failability - Dietail repork
Thiz repart type will contain all status changes, including a descnphion far each
status change, of all selected checks between the specified time frame.

" Awvailability - Summany report

Thiz report type containg percentages of all status bppes, for all zelected checks
between the specified time frame.

< Back I Mest = I Cancel Help

Screenshot 118 - Specify report interval

2. Enable ‘Availability—Detail Report’ and click on the ‘Next’ button.

GFI Network Server Monitor Reports YWizard |

From-To Dates =
Select the monitoring penod to include in the repart. e

Report eventz which happened in the peniod:

From: |EI1 February 2005 j
Ta: |07 February 2005 =l

< Back I Mest » I Cancel | Help

Screenshot 119 - Select the period to be covered by report

3. Specify the monitoring period (‘From:” and ‘To:’ date) to be included
in the report.
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GFI Network Server Monitor Reports Wizard |

Checks =
Select which checks to include in the repart

Select the set af checks that will be included in the repart:
0 Al checks

* The following checks:

M -
----- @ TMJASON - ICMP Ping can ping

----- THJASOM - 115 Admin Service

----- THJASOM - Simple kail Transfer Protocol [SMTP)

----- D THJASOM - FTP Publizhing Service

----- D THJASOM - World \Wide ‘Web Publizhing Service

----- ThJASOM - Morton Anttinus 2005

----- D THJASOM - GFI LAMguard M.5.5. B.0 attendant service

----- D THJASOMN - GFI La&Nguard M.5.M. 6.0 attendant zervice

----- D THJASOM - GFI LM guard M.5.M. BE.0 engine zervice

----- M TRJASON - Disk Space C: diive ;I

< Back I Mesxt = I Cancel | Help |

Screenshot 120 - Specify which checks to include in the report

4. Specify which checks to include in your report. Enable the ‘All
Checks’ option to include all existing checks or Enable ‘The following
checks:’ option to specify a selection of checks to include in the report.

GFI Metwork Server Monitor Reports Wizard |

Output —
Specify the format type and output filename e

Output the file i the fallowing format:

o

[~ Render the output =ML file using the following #SL file:

Ic:'\pmgram filezhafitnetwark zerver monitor 6.0 eporterh D etail Brawee.. |
£ HTHL
L5y
Uze the following tab delimiter: I;

Save the report to the following location [full path including flename]:

c:hprogram fileshgfivnetwork. server monitar 6.0vreporternsm_r| - Browse... |

¢ Back I Memut = I Cancel | Help |

Screenshot 121 — Choose the report format required

5. Specify the report format required. Enable ‘CSV’ or ‘XML’ formats if
you want to further process the report and perform more advanced
calculations using another (external) program (e.g. Excel).
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73 GFI Network Server Monitor - Detailed Report - Microsoft Internet Explorer [_15]

e e — ‘ i
ek - 0 - ¥ 2] o] Seach JrFavertes @¥Meda | - o B
Address [£]] c:\Program Files|GFTiNetwark Server Moritor 6.0\Reporter|nsm_repart_200511410206.htm = e |unks »
- =
BiGF: SECURITY & MESSAGING snnwmﬁ
GFib&EServerMonitor

Availability Report - Detailed

From 031012005 to 12i01/2005

B TMJASOH - Disk Space C: drive

Iz Quever 301 12005 - 000000 14101 £2005 - 10:08:54 274 bhrs 7 min

%) Gueued 1401 £2005 - 10,0654 140012005 - 10:07:31 Ohrs 1 min -
@ Succeeded 1400112005 - 10:07:31 144012005 - 10:08:39 Ot 1 min Enough free space, drive=[C], cUrrent space=[4 GE), minimum={1 GE]

%) Quever 14001 12005 - 10,08 39 14101 12005 - 10:08:24 Dhrs 1 min

@ Succeeded 1401 £2005 - 10,0924 14012005 - 10:20:10 Ohrs 1 min Enough free space, drive=[C], current space=[4 GB], minimum={1 G8]
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TMJASOHN - GFI LANguard H.5.M. 6.0 attendant
service

Status From To Duration Reason

T Gueued 030112005 - 00:.00.00 141012005 - 10:08:54 274 hrs 7 min

i) GQueued 14/01/2005 - 10.06:54 141012005 - 10:07:31 Ohrs1min

@ Succeeded 14i01/2005 - 100731 1410112005 - 10:08:39 0frs 1 min GFINSM 6 Attendant service is runnine =
&) Dane [0 [y Computer

Screenshot 122 - The availability detailed report

Availability - Summary Report

The Availability-Summary Report contains information showing the
state of target computers over a specified period of time.

GFI Network Server Monitor Reports Wizard |

Report Type
Select which type of report to generate.

(1]

Select the type of repart to generate:

" fwailability - Detail report

Thiz repart type will contain all status changes, including a descnphion far each
status change, of all selected checks between the specified time frame.

¢ idailability - Summary repork

Thiz report type containg percentages of all status bppes, for all zelected checks
between the specified time frame.

< Back I Mest = I Cancel | Help

Screenshot 123 - First Stage of the report wizard - Select Report Type

The process for generating a new Availability-Summary Report is
identical to that of the Availability-Detail Report with the exception that
a user must select Availability—Summary Report as report type in the
prompt displayed in the first stage of the report wizard (see screenshot
above).
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Home Products Support
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Server up [ Uncertain Depender Maintenance on hold Hot monitored
unavailable
Ohrs 15 min Qhrs0min Ohrs 0min Ohrs 0min Ohrs Gmin Qhrs0min 274 hrs Bmin
£ LSSl ) (0.09%) (0.00%) (000%) (0.00%) (0.00%) (0.00%) (99.91%)
hrs 15 mn ohrsnmn Ohrs 0min Ohrs 0min ohrsomn ohrsnmn 274 hrs B1min
=5 TRHIASON - Event Log Service (0.05%) (0L0%) (000%) (0.00%) (0.00%) (0.00%) (93.91%)
gy TMASON-GFILANgurd NS M B Datiorsant Db 15 min OhrsOmin Ohrs Omin Ohrs Omin Ohrs Omin OhrsOmin 274 hrs min
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B TMIASON- Sinple Wi Transter Protacol TPy LT G o o) e e ey
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&l

Screenshot 124 - The availability summary report
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Network Tools

Enumerate Computers

This tool will search for Domains and/or Workgroups on your network.
Once the domains are defined, you can scan their contents to catalog
the constituent computers and their relative details (e.g. OS, other
information from NETBIOS). Computers can be enumerated from:

e The Active Directory — Fast method which will also enumerate
computers that are currently switched off.

e The Windows Explorer interface — This method is slower and will
not enumerate computers that are switched off.

NOTE: When performing scans, you must use access accounts that
have rights over the Active Directory.

5 GFI Network Server Monitor 6.0 [_[O[x]
Ele  Tools Help

& = @@

Toals Expl
@imﬁﬂ“ime' o e 2] Enumerate computers in domain: JASONTEST hd ﬂl
etwark Server Maonitar
= g Maritoring Checks Configuration e | Operating system | Type | Dptions a \
= E&gﬁf&lcks — SEETHIASON “windows Server 2. Server General | tidvanced |
B-fﬁ Program Configuration ' Enumerate all computers.
= % Users and Groups
0 Users " Only these:
. £ Groups B Dperating System
- Aleting Uplions indows 95 / 95 ¢ False =l
gg General Options wéindaws NT False
[=-{25 Toals “indows 2000 False
e Enumerate Computers ‘windows 2003 False
e Enumerate Processes ‘windows =P False:
- DNS Lookup Movell False
-5 Yhois Lirnss False
- &g Traceroute B Services
& SNMP Audit Microsaft SOL Serv False
e SNMP Walk Primary Domain Ce Falze
B3 Gieneral ] Backup Domain Ce False
{8 Version Information Apple file protocol £ False
= fg Licensing Servers sharing prir False
Q Haw ta purchase 4 | | LI Servers sharing dia False
& Support Center E Types
-8 Knowledge Base gtalt gathelﬂrgg?&t}l&?inn... - “Workstations False
-8 GFI LANguard N.5.5. onnecting to - Servers False
i@ GFI LMguard P.5.C. Connec_t\ng ta the JASOMTEST domain with the supplisd e o i) ok
n@ GFI LaNguard 5.E.L M credentials...
S C. d with the lied dential
& GFI Network Server tonitor The search for computers was completed
successhully LI

\ | v

Screenshot 125 - Enumerate computers - General Tab options

To setup the required parameters:

1. Click on the general tab.

2. Specify the domain where a search is to be made (e.g. GFIMALTA).
3. Specify the computers which need to be listed:

e Select ‘Enumerate All computers’ to display all computers in the
domain.

e Select ‘Only these’ to specify which computers to look for. Define
selection criteria parameters to be used from the Operating
System, Machine services and Machine type options available.
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5 GFI Network Server Monitor 6.0 [_[O[x]
Ele  Tools Help

&

Taols Explorer a " h
Enumerate computers in domain: [JASONTEST - Retrieve

@ GFI Metwork Server Monitor —I

= g Maritoring Checks Configuration

Computer | Operating system | Type
3 THIASON ‘windows Server 2 Semer General Advanced |

-1 TMIASON
-~ B Monitoring Checks Status
B-fﬁ Pragram Configuration Information Source

El % Users and Groups Specify how you want to enumerate the list
Ll Users of computers
“- ) Groups &
. Enumerate from Active Directon.
= -- Alerting Options = 4
5 .. Giensral Options [v Determine computer role in network.
=% Tools [required for non-05 type filters]
e Enumerate Computers
& Erumerate Processes
% DS Lookup (" Enumerate using \Windows Explarer Interface:
-5 Yhois
e Tracerouke Authenticate

& SNMP Audit User Name:  |Jasontd
Fe SNMP Walk Password: lw—

EI-{:} General
&4 Yersion Infarmation
- & Licensing

8 How to purchase

& Support Center 4 I—bl
-8 Knowledge Base Start gathering information... j

| Determine whether computer iz bumed on.

e n@ GFI LAMguard M.5 5. Connecting to JASOMTEST o

48 GFI LiNguard P.5.C. E;r;;fit;lg ta the JASONTEST domain with the supplisd

& GFI LAMguard S.ELM. C 4 with the lied credential

8 GFI Network Server Moritor The search for computers was completed

successhully LI

\ | v

Screenshot 126 - Enumerate Computers - Advanced tab options

4. Click on the ‘Advanced Tab’ and choose the search method by
marking ‘Enumerate from Active directory’ or ‘Enumerate using
Windows Explore Interface’

5. Define additional information to be displayed by marking ‘Determine
Computer role on the network’ and/or ‘Determine whether computer is
turned on’.

NB: - Should it be required, enter authentication details in the fields
located at the bottom.

The list of constituent computers in the specified domain will be
displayed. Status details of the operation carried out is displayed in
the bottom window

E.g. To look for ALL computers which run on Windows 2003 OS in a
domain called JASONTEST :

1. Select / enter domain name.
2. Click on the ‘General’ tab, enable ‘Only these’ option.

3. Set to ‘True’ the value near Windows 2003 in the Operating System
selection area.

4. Click on the ‘Advanced’ Tab

5. Enable ‘Enumerate from Active Directory’ as well as ‘Determine
computer role in network’ and ‘Determine whether computer is on’.

6. Click on the ‘Retrieve’ button to start enumerating computers.

Enumerate Processes

This tool is used to catalog processes running on a remote computer.
Amongst other tasks, this tool searches and displays information on
the CPU and Memory resources consumed by each process found
running on the specified target computer. You can also highlight / a
particular process or indicate processes which are consuming more
than a defined percentage (%) of CPU usage. The set up window
layout is similar to the enumerate computer’s tool, were the resulting
list of processes is displayed in the top-middle window, whilst the
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status/details of the operation carried out are displayed in the bottom-
middle window. Icons on the left of each process indicate the state of
the process in relation to the specified CPU usage value.

M\ Indicates that the process is using more than the specified CPU
usage limit.

o Indicates that the process is using less CPU resources than the
specified limit.

[E5l GFI Network Server Monitor 6.0 » HE
Fie Took Help

& o mm]

Tools Expl
BRI T B T L e Wl localhost < st | |
GFI Hetwork Server honitar
(B Moritoring Checks Configuration Hame | PID_ [ %CPU Usage [ Physicalbem [ % Physical | Witual Mem | | Options 2]
¢ -0 THASON @ mspaint 2948 0% 12,687 Mb 181% 7.43 Wb General | Advanced
: é g{;;‘:;&"sﬁ;i‘:;if‘”s @ s 56 081% 363 Mb n48x% 1.5 Mb
& = I -,
=18 N5M Lisers and Groups ‘;J e o LLELl baex (AL [¥ Retiieve the CPU usage per piocess
Q Users @ services G e (lres3 L [NOTE: will low down st retrieval
3! 0% T4EME 148% 283Mb
2 Broups S 8 g ¥ HighlgHt processes using mare than
.G Rling Options @ meszarch 1544 0% 1.35Mb 018 7.97 Mb
& Gonerl Options @ store 20 0% BE7Mb 113% 20.62Mb 5 = zcru
& Took @ dissve 1820 0% 44Mb 057% 1.68Mb
" %% Enumerate Computers @ nss 50 0% 0.47 Wb n08% 016 Mb ™ Show process exculabie path
% [Enumerale Procssses @ inetinfo 2 0% 064Mb  269% 1686 Mb
4 DNS Lookup @umetchep 1818 0% 1,54 Mb 2% 085 Mb [ Refreshlist once every | 5§ =] <econds
% Whois @ emsmia 22 563Mb 073% 16.4 Mb
-8 Traceroute @ spooley 1692 0% 454 Mb 123 375 Mb
B SNMP fudit A i 33/ 13.09% 52.82 b 6.88% 3551 Mb I Connect to host using credentisls:
B SHMP Walk @ ismserv 272 0% 7.08 Mb 0.32% 312 b " ——
D Generel OEGE %E 0% 314 b Wsermae;
® e @ vmiorac w2 0% 7,72 Mb 1.01% 348 Mb s [
& H‘“E":‘"g " @ cxmamt 1980 0% 579 Mb 075% 5.86 Mb —
i :g e @ svohost 1920 0% 1.89 b 025% 051 Wb
b4 anﬁ‘lmg& - @ svchost e 0% 216Mb 0z 1.1Mp
B Pl Latguerd N5 5 @ svchost ;| 0% 1.27 Mb 017z 0.23Mb
B ORI LNguard PS.C @ metc 1740 0% 373Mb 043x% 1.41 b
& Gl LANquard SELM @ svchost EE 0% 287 Mb 05% 1,35 Mb
& GFI Network Server Monitar @ ins 8% 0% 483Mb 0B B.48Mb
@ viauctt 0B 0% 338 Mb 0.44% 1.21 Mb
@NSMEngne 848 0% 03Me 369% 2238 Mb
@ svchost 198 0% 55Mb 072 2N Hb
=r cusnhast 1200 nw wlm bk 2% 1108 M 4|L|
« v
Cannecting to host localhast... -
Connection succssstuly sstablished
Gathering list of running processes...
Pleass wail 3 few ssconds whie caloulating CPU usage values
Formatting process details
Displaying process fist
Tatal Pracesses = 41 =l

Screenshot 127 - Enumerate Processes setup window - General Tab

This tool requires the following parameters in the ‘General’ tab view:

e Hostname/lP — The name of the remote machine whose
processes will be enumerated.

o Retrieve CPU usage per process — Indicate that the process list
should include the percentage (%) CPU usage value.

o CPU % usage — Specify the maximum percentage (%) CPU usage
allowed. This option will then highlight processes using more than
the specified limit.

e Refresh list frequency — Specify the time interval in seconds, at
which the list of processes will be refreshed.

o Logon Credentials — Specify logon credentials (if any), required to
connect to host computers.

The following parameters are required in the ‘Advanced’ tab view:

e Highlight processes — Specify the list of processes which you need
to highlight in the derived list of processes. This is convenient to
find any known unwanted process, such as viruses, which are
running on a remote machine, or vice versa to confirm if a
particular process, such as a virus, shield is running.

o Hide Processes — Specify the list of processes that you do not
want to display in the derived list of processes.

To retrieve the list of running processes:
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1. Specify the name/IP of the machine from where to retreive the

processes.

2. Specify if you want to display the percentage (%) CPU usage and
indicate if processes using more than a specified CPU usage value
are to be highlighted. Specify the percentage (%) CPU usage value to

be used as reference.

3. Set the refresh rate at which the list will be updated.
4. Specify logon authentication details (if any).

5. To highlight particular processes, click on the ‘Advanced’ tab and
specify the process names, one for each line. The specified processes

will be highlighted in yellow and displayed in the list.

6. To hide any known processes from being displayed click on the
‘Advanced’ tab and specify the process names in the ‘Hide processes

‘list, one process per line.

7. Click on the ‘Start’ button to start enumerating processes.

Screenshot 128 — List of Highlighted Processes

Mame | PID | %CPU Usage | Physical Mem | % Physical | Wittual Mem | =
@ mspaint 2049 0% 1E.43 Mb 2.15% 10,15 Mb
= csr% 565 0.89% 377 Mb 0.49% 1.55 Mb
@ vrnnat 48 0% 1.83 Wb 0.24% 0.52 Wb
@ services B44 0% 5.54 Mb 0.73% 418 Mb

kA 11.48 Mb 1.49% 289 b
@ rmssearch 1544 0% 1.35 Mb 0.18% 7.97 Mb
@ ctimon 2264 0% 1.99 Mb 0.26% 0.32 Mb
@ dissve 1820 0.91% 4.4 Mb 0.57% 1.59 Mb
@ smas B20 0% 0.47 Mb 0.06% 016 Mb
@ inetirfo 224 0% 20 b 2 B8 1E.7 Wb
& vmnetdhep 1816 0% 1.54 Mb 0.2% 0.45 Mb
@ emsmta 2272 0% 551 Mb 0.73% 16.4 Mb
@ spoolsv 1692 0% 4.54 Wb 0.63% 271 Wb
@ store 2220 0% 862 Mb 1.12% 20,56 Mb
@ ismserv 272 0% 7.09 Mb 0.92% 2,05 Mb
& [EXPLORE ¥/ 0% 913 Mb 1.19% 236 Mb
@ vrvir- D% 7.E2 Wk n.99% 333 Mb

DNS Lookup

This tool helps resolving Domain Names to their corresponding IP
address as well as displaying any additional information such as

Aliases, MX and NS Records.
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Screenshot 129- DNS Lookup - setup Window

To obtain information about a domain name:
1. Go to the Tools > DNS lookup node.

2. Specify the hostname to resolve.

3. Specify the information to be retrieved.

e Basic Information —i.e. host name and what IP this resolves.

e Host Information - known technically as the HINFO, usually
includes information such as hardware and what OS runs on the
specified domain (most DNS entries do not contain this information
for security reasons).

e Aliases - return information on any A Records the Domain might

have.

e MX Records - known also as Mail exchangers records, show
which mail server(s) in order, are responsible for this domain.

¢ NS Records - indicate which name servers are responsible for this

domain.

In addition it is possible to specify alternative DNS servers.

Whois

This tool looks up information on a domain or IP address. You can
select a specific Whois Server from the options area, or you can use
the 'Default' option which will select a server for you.
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Screenshot 130 - Whols Setup Window

1. Specify the parameters required for this function:

e Domain Name/IP Address — The hostname/IP to resolve and
retrieve details for.

e Whois Server — The server which will process the query and
supply the information related to the defined host.

2. Click on the ‘Retrieve’ button to start the search.

Traceroute

This tool shows the network path that GFI LANguard N.S.S. followed
to reach the target machine. When you perform a trace route, each
hop has an icon next to it which indicates:

v' A successful hop taken within normal parameters.
M A successful hop, but time required was quite long.

& A successful hop, but the time required was too long.

X The hop failed / timed out. (i.e. it took longer then 1000ms).
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Screenshot 131 - Traceroute Setup window

[EnY

. Specify the following parameters:
e Domain/IP/Name — Specify the targeted destination.

e Do Not resolve IPs — Enable this flag to indicate that only the IP
Address is required to be displayed.

e Repetition Frequency - Define if the function is to be run more than
once and specify the interval between each run.

2. Click on the ‘Traceroute’ button to start the trace.

SNMP Audit

The SNMP Audit tool, allows you to perform an SNMP audit on a
device and audit for weak community strings.

Some network devices will have alternative or non-default community
strings. The dictionary file contains a list of popular community strings
to check for. The default file it uses for the dictionary attack is called
snmp-pass.txt. You can either add new community names to this file,
or direct the SNMP audit to use another file altogether.
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Screenshot 132 - SNMP Audit Setup Window

1. Specify the following parameters:
e |P Address — The IP address of the machine running SNMP

e String List —The list of strings/parameters to be checked (can be
left as default). This property is by default set to the dictionary file
included in GFI Network Server Monitor. This dictionary file called
snmp-pass.ixt contains the list of strings which forms the query
data fields to be displayed in the result window, being the window
on the right of the SNMP Audit setup window. Should more/less
information be required, user can either edit the mentioned default
file or create a new one using a text editor.

e Resolve computer names — Enable this option to resolve IP
addresses and display the computer name.

e Scan Query Timeout — Timeout value in ms which defines the time
that a query is allowed to run before being stopped

2. Click on the ‘Retrieve’ button to start SNMP audit.

SNMP Walk

SNMP walk allows you to gather SNMP information. The right pane
contains a list of names symbolizing specific Object ID's on the
device. To find out more about the information provided by the SNMP
walk, you will have to check with the vendor. Some vendors provide
great details on what each piece of information means, others, though
their devices support SNMP, provide no documentation on it at all.

Note: SNMP will help malicious users learn a lot about your system,
making password guessing and similar attacks much easier. Unless
this service is required it is highly recommended that SNMP is turned
off.

GFI Network Server Monitor Network Tools e 135



5| GFI Network Server Monitor 6.0 MEER
File Took  Help

& = (@]

TodsEwplorer &) — =
5 GF Netmark Gevr Manimr IP addhgss: |=| Obiectio: 12616 o
(3 Monitoring Checks Corfiguration 5 : T -
[ TMJASON Desciiption: iso_org.dod.intemet. snmpY2 ‘ — I
B Monitoring Checks Status
e E E o Hame | vae Commurity ting to auety
[ ;wuuws B Eg dod 4+ Use default community sting(pubiic]
~@ Users -
A Groups EHE intemet e akternative community string
&y Merting Dptions (& drectory =
S% General Options =) E gmr:‘ib s |— 7
T “ | i P
A2 Enumerate Computers {5 transmission m
% Enumerate Processes {5 dotidBridge
%% DNS Lookup B swtem
% Whois B interfaces
A Traceroute B a
g SHMP Audit =1
- % [SNMP Walk & iemp
E-Z> General &= tep
) Version Infarmation £ udp
& Licensing & e
- Howto purchase SEL
& Support Center & mon
& Knowledge Base ~{E5) experimental
& GFI LANguard N.5.5. &) private
- GF| LANguard P.5.C. 1 secuiy
& GFI LaNguard S.ELM = snmpv2

) snmpDomains
1) enmpProsys
1 srmpMadules

& GFl Network Server Monitor

a1 2]}l I |

[
Screenshot 133 - SNMP Walk Setup window

Note: In most cases SNMP should be blocked at the router/firewall so
that Internet users cannot SNMP scan your network.

It is possible to provide alternative community strings.
1. Specify the following parameters:

e |P address — Enter the IP address of a machine or device which
you wish to scan/'walk’.

¢ Community String — (can be left as default) Define if the default
Community string (public) or an alternative community string is to
be used. Should it be required, key other alternative community
strings.

2. Click on the ‘Retrieve’ button to start SNMP scan.
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Other features

Export Configurations

You can export a copy of your GFI Network Server Monitor
configuration settings, including checks, folders notification settings,
users/groups and general parameters to a specified XML file. This
function can be used to backup your current configuration settings or
to use the same configuration settings on another computer running
GFl Network Server Monitor (e.g. to avoid reconfiguration when
changing the computer on which GFI Network Server Monitor is
running).

NOTE: The Export Configuration function will export all configuration
settings present in the GFI Network Server Monitor setup EXCEPT
THE LICENSE KEY.

To export your configuration settings:
1. Go on File > Export Configurations.

Export Configurations...

i Save exported file as:
Iu::\F'mgram Fileshbak \M5SM_ConfigB ackup.=ml

Browse. .. |

(]S I Cancel |

Screenshot 134 - Export Configuration settings

2. Specify the location were the exported XML file will be placed (e.qg.
C:\Program Files\GFI\configBackup.xml) or click on the ‘Browse’
button to search for the location.

3. Click on the ‘OK’ button to save the file.

Import Configurations

You can import all configuration settings (except the license key) of
another GFI Network Server Monitor setup (e.g. from another server)
by using the Import configuration function. This function conveniently
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avoids having to re-configure the settings of GFI Network Server
Monitor when you need to change the computer on which your current
version of GFI Network Server Monitor is running.

NOTE: Since importing a configuration will overwrite all your current
configuration settings, we strongly recommend that you export a copy
of your current configuration settings and keep it as a backup.

1. Go on File > Import Configurations.

Import Configurations...

i LConfiguration file location;
\ IE:'\Program filez bak \W5kConfigB ackup. «ml

Browsze... |

0K I Cancel |

Screenshot 135 - Import configuration settings

2. Specify the complete path to the XML file containing the
configuration settings (e.0. \\NSM_Server2\Program
Files\GFI\config_Backup.xml) or click on the ‘Browse’ button to search
for the file.

3. Click on the ‘OK’ button to import the specified configuration file.
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Screenshot 136 - Version Information

Check the version of GFI Network Server Monitor from General node
> ‘Version Information’.

¥Yersion Information Properties

General |

m Yerzion [nformation

GFI Metwork Server Monitor 6.0
Copyright [c] 2000-2005 GFI Software Lid.

GFI Metwork Server Monitor 5.0

There is no newer build available.

Werzion: 6.0 Build: 20050203

Check for latest verzion on webszite

Cancel | Ll |

Screenshot 137 — Check for Newer Builds

You can also check for newer builds right clicking on ‘Version
Information’ in the General Node and selecting ‘Check for Newer
Build...’

Licensing
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Screenshot 138 - Licensing details
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Check your licensing details from General node > ‘Licensing’.
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Writing your own monitoring functions

Introduction

NOTE: GFI Support cannot assist you in the writing and debugging of
custom scripts. You must be familiar with VBscript to write your own
functions and you must debug them yourself.

GFI Network Server Monitor is designed to let operators write their
own monitor functions and use them in the product. GFI uses VBScript
because it is the most popular scripting language in Windows
environments.

GFI Network Server Monitor uses VBscript itself to perform a number
of checks. In fact, during installation, five VBScript files are installed:

e ads.vbs — includes monitor functions based on ADSI (Active
Directory Service Interfaces);

e exchange.vbs - includes monitor functions that can check
Exchange 2000/2003 servers;

e hardware.vbs — includes hardware related monitor functions;
e 0s.vbs —includes Operating System related monitor functions;
e sample.vbs — includes some sample functions.

Writing a script/function

GFI Network Server Monitor functions should always return:

e -1 (True); Return -1 in case the Monitor Function is successful. For
instance, if your function checks the existence of a certain
directory, and it does exist, then return -1;

o 0 (False); Return 0 in case the Monitor Function is not successful.
For instance, if your function checks the existence of a certain
directory, and it does not exist, then return 0O;

e 1 (Unknown); Return 1 in case the Monitor Function cannot
determine True or False. For instance, if your function checks the
existence of a certain directory on a server, but it cannot find the
server at all (for instance because the computer is down), return 1;

It's very easy to write your own monitor functions in VBScript. Use the
following guidelines when writing a new function:

e The routine must be a Function, not a Sub;
e The Function must return True (-1), False (0) or Unknown (1);
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e Optionally, use the EXPLANATION system variable to add your
own explanation to the result of the function; this EXPLANATION
is shown in the client program each time the check is made;

e All variables must be ‘dimmed, except EXPLANATION.
EXPLANATION is a GFI Network Server Monitor system variable
automatically dimmed by the GFI Network Server Monitor service.

The function must be written according to the following template:
Const retvalUnknown = 1
Function Function_i( varl, var2, ..., varn )
IT ( Not Pre-condition ) Then
EXPLANATION = "Unable to determine..."
Function_i = retvalUnknown
Else
IT( condition ) Then
EXPLANATION = "Yes it is true because ..."
Function_i = True
Else
EXPLANATION = "No 1it’s not true because

Function_i = False
End IF
End IFf
End Function
where Function_i is an arbitrary name for the function.

You can save this function in either one of the standard VBS files (i.e.
ads.vbs, exchange.vbs, hardware.vbs, o0s.vbs or sample.vbs), or in a
new VBScript file. In case of a new file ensure that your VBS file is
accessible via the GFI Network Server Monitor Share.

Adding a monitor function written in VBscript

After you have written a monitor function in VBscript, you must add it
in the Network Server Monitor Manager as a check. To do this:

1. Right Click on ‘Monitoring Checks Configuration’ and go on New >
Monitoring Check.
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Mew Check

YBSchnpt Lo
|Jze wour cwn function in WYBzcript ag a monitanng check.

Script location: IC:'\Program Files\GFI\MNetwork Server Monitor B.0MScript | L. |

WB Function to execute: IGetEpuUsage

YB Function parameters [Double click on the parameter line to specify a walue for i)

Parameter | Walue | Dezcription | -
€31 EZCHECK_TAR... | Pazs on Target Computer Mame

&5 2 "CPUD! Pazz on CPU number
m IJzage Threzhold value

&4

€5 b
6 =

Edit zonpt... |

‘ @ IMPORTAMT: Sting parameter walues must be enclosed into double quotes ).

¢ Back | Mest » I Cancel

Screenshot 139 - VBscript function setup

2. Select ‘Generic VB Script’ and specify the following parameters:

e Script location — Specify the path to the VBScript file which will be
used. The script should contain the function specified in the
Function name field and should return True (-1) in case of
success, or False (0) in case of an error;

e Function name — Specify the function that GFI Network Server
Monitor service will be calling from the specified script file.

e VB Function Parameters — Double click on the line where the
additional parameter values required by this function are to be
specified.

NOTE: Parameters will be passed to the function according to their

position in the list, starting from 1.

Edit Parameter |

Parameter value: |ZEHE|:K_mHGETz |;|

Farameter descriphion: IF'ass on Target Computer M ame

@ String parameter values must be enclozed into double quotes [,

| 0k, I Cancel

Screenshot 140 - Add Parameters window

e Specify the parameter value and description. Parameter values
can be extracted from system variables (e.g. %USERNAME%)
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upon execution of the function or directly specified as a string (e.g.
“JasonM”)

NOTE: Enclose string parameter values within quotes (e.g. “CPUOQ").

NOTE: You can make changes to the selected script by clicking on the
‘Edit script ..." button.

WMI (Windows Management Instrumentation)

If you plan to write monitor functions based on WMI (Windows
Management Instrumentation), be sure you have WMI installed on the
GFI Network Server Monitor server and on the target machine/server
that you want to monitor.

WMI is by default included as part of the Windows 2000/2003
operating system only. For NT4 systems download the file (for free)
from the Microsoft website;

GFI has collected more than a hundred WMI samples. You can use
these samples as a base for new monitor functions that you write
yourself. You can find them on the GFI website.

ADSI (Active Directory Service Interfaces)

GFI Network Server Monitor can check several Directory Services
including Active Directory, and NTDS (NT4 SAM database) directory
services.

You can program GFI Network Server Monitor to check user accounts
(locked out, disabled, etc.), computer accounts, groups, group
membership, organizational units, and so on.

If you plan to write monitor functions based on ADSI (Active Directory
Service Interfaces), be sure you have ADSI installed on the GFI
Network Server Monitor server and on the server that you want to
monitor. ADSI allows you to access Windows 2000/2003 Active
Directory, but also NT4 User information from the SAM database, and
other User Databases. ADSI is part of the Windows 2000 operating
system; and it's not part of NT4. For NT4, please download the file
from the Microsoft website; ADSI is available for free.

GFl includes a sample script that uses ADSI, called ads.vbs. In
addition, GFI provides some sample ADSI scripts on the website. You
can use these samples as a base for new monitor functions that use
ADSI.
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Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about
resolving issues you have. The main sources of information available
to users are:

1. The manual — most issues can be solved by reading the manual.
2. The GFI knowledgebase — accessible from the GFI website.
3. The GFI support site.

4. Contacting the GFI support department by email at
support@gfi.com

5. Contacting the GFI support department using our live support
service at http://support.gfi.com/livesupport.asp

6. Contacting our support department by telephone.

Knowledgebase

GFI maintains a knowledgebase, which includes answers to most
common problems. If you have a problem, please consult the
knowledgebase first. The knowledgebase always has the most up-to-
date listing of support questions and patches.

The knowledgebase can be found on http://kbase.gfi.com

Request support via e-mail

If after using the knowledgebase and this manual, you have any
problems that you cannot solve, you can contact the GFI support
department. We recommend doing this via e-mail.

The Troubleshooter, included in the program group, generates
automatically a series of files needed for GFI to give you technical
support. The files would include the configuration settings etc. To
generate these files, start the troubleshooter and follow the
instructions in the application.

In addition to collecting all the information, it also asks you a number
of questions. Please take your time to answer these questions
accurately. Without the proper information it will not be possible to
diagnose your problem.

Then go to the support directory, located under the main program
directory, ZIP the files, and send the generated files to
support@dgfi.com.

We will answer your query within 24 hours or less, depending on your
time zone.
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Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Request support via web chat

You may also request support via live support (web chat). You can
contact the GFI support department using our live support service at
http://support.gfi.com/livesupport.asp

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Request support via phone

You can also contact GFI by phone for technical support. Please
check our support website for the correct numbers to call, depending
on where you are located, and for our opening times.

Support website:
http://support.gfi.com

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Web Forum

User to user support is available via the web forum. The forum can be
found at:

http://forums.gfi.com

Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, go to:

http://support.gfi.com
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